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Xen, KVM, QEMU DRIEILEIRFEDE L

Dom 0 Dom u g I
Native
0s software | | Guest | Guest Guest Guest

| VM VM Application Application
| fmm end | | frontend | |

Device

drivers | \ i I - QE_FU_ L QE.FU_

_ : KVM |
Xen Hypervisor tihtxKernel Host OS Kernel i
HARDWARE HARDWARE HARDWARE
Xen KVM QEMU

Comparison of Xen, KVM, and QEMU.

https://www.researchgate.net/publication/281177318 Hardware and Software Aspects of VM-B:
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Xen hypervisor @ fRAZE (—/N\—RRLITTIEGRW)

Xen ldeas/Product Genealogy

Cloud Computing _ Amazon Web Services, Tencent, Alibaba Cloud,

IBM SoftLayer, Rackspace, ...
Server Virtualization
» Linux Distros, Citrix Hypervisor, Huawei UVP, XCP-ng
\ Defense Applications  Xenon Hypervisor family (used on aircraft carriers, ...)
" First time formal methods were applied on a Xen fork
CC EALS+ certification laid some groundwork for safety

General purpose desktop and mobile Virtualization

; - : Qubes OS
\ Defense Applications OpenXT, SecureView
N\ "~ (desktop, laptops, tablets)
Embedded Defense /
Security Applications ARLX/Virtuosity OA, Bromium
» uXen, HP SureClick, Crucible

slideshare.net/xen_com_mgr/ Hypervisor

scale17x-thinking-outside-of-the-conceived-tech-
comfort-zone

Embedded/

Automotive Virtuosity, XILINX Xen Zyng, Perseus,

GlobalLogic Nautilus, EPAM Fusion
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https://aws.amazon.com/jp/about-aws/whats-new/2020/02/aws-storage-gateway-available-linu
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https://aws.amazon.com/jp/ec2/faqs/
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Xen project active contributors
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) Alibaba Cloud
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the open cloud company
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ARM (& Xen project DER Y R—FT7—FFT IV F+ TT

Xen ARM with Virtualization Extensions

For the ARM port supporting paravirtualized quests on processors without the virtualization extensions see Xen ARM (PV).

The ARM v7-A and ARM v8-A architectures include optional virtualization extensions that allow a hypervisor to manage fully
hardware virtualized guests. These extensions are currently available in some ARM v7 processors such as the Cortex A15 and
Cortex A7.

Hardware

CCORE/SOC/BOARD XEN GUIDE  NOTES
ARM Cortex A7 #/A15 &

ARM Cortex A7/A1S Real-time System

todel @ (FVP)

Commercial emulator

With TC2 daughterboard
Calxeda EXC-2000 Midway

Allwinner © sunxi

un7i/A20 @ Allwinne inux-sunxi comm
Sun6i/A31 linux-sunxi community &
Exynossxo

Exynos5250 & Amdale rg @
Exynos5410 @ QdroidXu www.hardkemel,com @

OMAPS
APS uEVM
Renesas R-Car H2/H3

Lager

Ren Car H2@ stout

Car 3@ SalvatorX

https://wiki.xenproject.org/wiki/Xen ARM with Virtualization Extensions
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Xen ARM QYA XiF) 77089 1) 712k x86 & WHEHHNMS W

Full ARM 64 and 32 bit, with everything enabled. On x86 Xen, there is little configurability today, but

/xen/common 334 x86 with everything enabled
/xen/arch/arm 19.8 %86 PVH for Intel only, no server features
/xen/drivers 16.0 . X
However, the figure includes most Intel

SKUs. Focusing on the latest hardware only should
reduce this significantly.

Xen on ARM64 with ACPI (used in servers) and ARM32 Cos 1ple: DO-178C, 45K SLOC

disabled is today. DAL E (0.11 h/SLOC): man years - ASIL-A
DAL C (0.20 h/SLOC):
DAL A (0.67 h/SLOC): man years - ASIL-D

A minimal Xen configuration for a small set of boards

should be in the order of , smaller if .
common code can be aggressively removed via ersp 22 Total Xen Community Dev Effort
Kconfig. 2014 - 2017: to man years per year
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ARM 7Ot v #—D{RBI1ZEHE (ARM v8 Dfl)
3 Virtualization in AArch64

Software running at EL2 or higher has access to several controls for virtualization:

e Stage 2 translation
e EL1/Oinstruction and register access trapping

e Virtual exception generation

The Exception Levels (ELs) in Non-Secure and Secure states are shown here:

Non-secure state Secure state
EL1 Guest OS Guest OS Trusted OS
e

EL3 | Secure Monitor/Firmware |

In the diagram, Secure EL2 is shown in gray. This is because support for EL2 in Secure state is not
always available. This is discussed in the section on Secure virtualization.

https://developer.arm.com/architectures/learn-the-architecture/armv8-a-virtualization
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Xen ARM (& ARM hypervisor extension (Z5E2 X3 i

Xen on ARM: virtualization extensions

ARM virtualization extensions provide 3 levels of execution: ELO, user mode, EL1, kernel mode, and EL2, hypervisor mode. They introduce
a new instruction, HVC, to switch between kernel mode and hypervisor mode. The MMU supports 2 stages of translation. The generic
timers and the GIC interrupt controller are virtualization aware.

Jevice Tree describes ELO
~‘ oy
o
|
‘ HVC
o1 " 1 EL2

https://wiki.xenproject.org/wiki/Xen ARM with Virtualization Extensions whitepaper
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n ARM QEFIERE AN OX KR

ARM CPU @ privileged access (EL1) (& DOMO ic&#xhn 3

ARM virtualization extensions are a great fit for the Xen architecture:

= Xen runs entirely and only in hypervisor mode
Xen leaves kernel mode for the guest operating system kernel and ELO for guest user space applications. Type-2 hypervisors need to
frequently switch between hypervisor mode and kernel mode. By running entirely in EL2 Xen significantly reduces the number of
context switches required.

= HVC, the new instruction, is used by the kernel to issue hypercalls to Xen

= Xen uses 2-stage translation in the MMU to assign memory to virtual machines

= Xen uses generic timers to receive timer interrupts as well as injecting timer interrupts and exposing the counter to virtual machines

= Xen uses the GIC to receive interrupts as well as injecting interrupts into guests

Devige Tree describes ELo
Dom0 only Any Xen W
EL1
i ‘ I%V/ad ]
s w |
‘ EL2
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Xen Hypervisor

https://wiki.xenproject.org/wiki/Xen ARM with Virtualization Extensions whitepaper
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DOMD (unprivileged driver domain) O 2 8#iC & 2 LREK © ATEE

Disk Driver Network
2Lk Domain Driver Domain PO

BlockBack NetBack su BlockFront
Toolstack | I Disk Driver Network Driver

1 1

M  NetFront

Xen

Y A

Hardware

https://wiki.xenproject.org/wiki/Xen ARM with Virtualization Extensions whitepaper
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Xen ARM : SREAREIH#EE PV K54 N—HHR— NKRR

Open source components

Xen protocols for Linux kernel: Library to build Xen backends https://github.com/xen-
. PV Sound troops/libxenbe
« PV Display PV Sound backend https://github.com/xen-troops/snd be
+ PV Camera PV Display & Input backend https://github.com/xen-
Xen drivers for Linux kernel: troops/displ_be
. PV Sound PV Display Manager https://github.com/xen-
: troops/DisplayManager
« PV Display

Pulse plug-in for GENIVI Audi
« Minor fixes for GENIVI Audio manager were upstreamec
to GENIVI repo

Multi-touch touchscreen support for existing Xen PV input
protocol & Linux kernel driver
Zero-copy buffers passing between Xen VMs for existing
Xen grant Linux kernel device driver

« Used in PV Display, can be extended to PV Sound

and others
Xen PV Camera driver for Linux kernel Migrating to AGL Audio Manager and integrate virtualization

Xen PV USB implementation shall be re-considered for support
future use - Migrating to AGL Display Manager and integrate virtual

display manager
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Xen ARM : 7R N RX A V5D OP-TEE OFIA (FAFH)

In embedded system, guest domains usually require
security features for: . New memory management model for OP-TEE allowing
— Certificate validation and supplying multiple guests
— Signature verification

i i i Support for HVC/SMC bridging for Xen
— DRM and other media encryption/decryption

s s i Generic virtualization support for OP-TEE
Implementation of at least minimal required set of Global

Platform APIs is a must for embedded & automotive Generic TEE support for Xen and OP-TEE driver
system, many vendors implement rich trusted implementation is being merged
applications (TAs) and support secure devices,

filesystems and so on. Changes to OP-TEE driver Linux kernel for virtualization

Obviously, guest domains shall have ability to use TEE

services and run TAs, if system security configuration pros

allows - Virtualization of secure hardware

Xen intercepts and correctly alters SMC calls so that OP- - Research of possible SEL2 scenarios support

TEE is aware of the calling VMID

Global ancillary OP-TEE functions are still serviced only
by the dom0
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Xen FUSA SIG DER Y 8 &

PAYEE]

FuSa SIG with Workstreams

Subgroups meet at least every other week. Partly resourced

Community Reps Stream Owners and Implementers
Lars Kurth (chair and project mgmt)

George Dunlap (committers) Lars Kurth .L-II' DATION epam
& XILINX @resi
Assessors G rm RENESAS

RESIE ‘exida Other Members
; TUV ART
MIRA SUI AUl

1509001
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Xen hypervisor ® fRAZE (—N"—REFELITTREAY) [BE]

Xen ldeas/Product Genealogy

Cloud Computing _ Amazon Web Services, Tencent, Alibaba Cloud,

IBM SoftLayer, Rackspace, ...
Server Virtualization
$ Linux Distros, Citrix Hypervisor, Huawei UVP, XCP-ng
\ Defense Applications Xenon Hypervisor family (used on aircraft carriers, ...)
First time formal methods were applied on a Xen fork
CC EALS+ certification laid some groundwork for safety

General purpose desktop and mobile Virtualization

> bbb opPleesphero—e & Qubes OS
\ Defense Applications _ OpenXT, SecureView \I
] (desktop, laptops, tablets) 1
1 Embedded Defense / 1
] Security Applications ARLX/Virtuosity OA, Bromium I
] % uXen, HP SureClick, Crucible 1

— —Embeddeie — — — HPEVISOr

Automotive Virtuosity, XILINX Xen Zynq, Perseus,
GlobalLogic Nautilus, EPAM Fusion

-

slideshare.net/xen_com_mgr/ M
scale17x-thinking-outside-of-the-conceived-tech-
comfort-zone
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FUSA i (MISRA O—F 14 > ZIL— Lt iiy)

Coding Standard vs Misra

Our coding standard violates MISRA C:2012, 15.6 (95% of Xen MISRA
C violations on scope config)

Fixing this causes downstream pain: patch queues, backports, ...

if ( flag_1 ) if ( flag_1 ) {
if ( flag_2 ) if ( flag_2 ) {
action_1 ( ); action_1 ( );
else }
action_2 ( ); else {

action_2 ( );
}
}
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From Xen Developer Summit 2020 (1)

Menu Timezone Xen Developer &amp; Design Virtual Summit 2020 Login Sign up

~= Project

DEVELOPER AND DESIGN
SUMMIT

Events are displayed below in the Asia/Tokyo timezone.

Tuesday, July 7 - 21:45 - 22:15 Back To Schedule

| Arm Contributions to Xen Based Safety Systems - Bertrand Marquis, Arm Ltd

https://xen2020.sched.com/event/baX4/arm-contributions-to-xen-based-safety-systems-bert
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From Xen Developer Summit 2020 (2) [projection only]

arm Arm contributions.to Xen
‘and Safety systems

Bertrand Marquis
July 2020

© 2020 Arm Limited (or its affiliates)
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From Xen Developer Summit 2020 (3) [projection only]

Hen

Safety Island: Standard system

* DomO
« Has access to all hardware
""""""""" : « Create guests
: « Pass over hardware to guest
« Control guests
+ Provide some virtual interfaces

EDomD DomU : DomS

) e DomD
—l—I—I + Get some hardware from DomO
Xen - Can provide some virtual interfaces

. Safety Domain * DomU

- Rely on virtual interfaces
* DomsS: safety guest

* Safety
« Plus: flexibility
« Minus: Linux or complex OS Dom0O

arm

['Xen Developer Summit) D&#FIERD
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From Xen Developer Summit 2020 (4) [projection only]

MKen

Safety Island: DomOless

 Static configuration
- Predefined guests
« Predefined hardware access
H * DomD
DomD DomD | DomU DomS - Get some hardware access
i « Can provide some virtual interfaces

I | f :I * DomU

e _ « Rely on virtual interfaces
* DomS: Safety guest

Safety Domain

ETH BLK
* Safety:

« Plus: safe configuration, no Dom0

+ Minus: no monitoring or flexibility

arm

['Xen Developer Summit) D&#FIERD



Xen Developer virtual Summit 2020 Update (&iE?D:ERE)

From Xen Developer Summit 2020 (5) [projection only]
Hen

Safety Island

» Safety Island
- Create guests
P : « Control guests

/ i * DomD
DomD DomD DomU : DomS : + Get some hardware access
i i « Can provide some virtual interfaces

; ; ! * DomU
1= -l

e « Rely on virtual interfaces

* DomsS: safety guest
Safety Domain
.

Safety:
« Plus: Monitoring and flexibility
« Minus: Less flexibility then Dom0
- Adapted to some safety use cases
- And maybe others (security)

arm
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From Xen Developer Summit 2020 (6) [projection only]

Safety Island e

* Xendriver:
- Communicate with the safety island
- Hardware or application specific
- Gateway with Xen interfaces
- Defined subset of interfaces
- Guest creation/destruction
- Monitoring

* Safety island
Xen - -- « RTOS or stand-alone application

« Could be hosted in different places
- On a dedicated core
- On an other processor
- On a different system
- Inside Xen directly (simple driver only system)

18 © 2020 Arm Limited (or its affiliates) q rm
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