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Linux kernel glibc / NPTL
2006/6 2.6.17
Robust Mutex
(futex)
2006/9 2.6.18 2.5
Priority Inheritance Mutex || Robust Mutex
(futex) Priority Inheritance Mutex
Priority Protect mutex
2006/11 |2.6.19 7
2007/2 2.6.20
2007/4 2.6.21
2007/5 2.6
200717 2.6.22 25.1/26.1
fix "futex priority based fix "robust mutex does
wakeup" (non-Pl) not work if owner died with
multiple waiters" bugzilla

#4512

Leading Innovation >>»




1. Priority (Inheritance/Protect) Mutex | Pl =Priority Inheritance
PP = Priority Protect

2. Robust Mutex
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Priority (Inheritance / Protect) Mutex
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Priority (Inheritance / Protect) Mutex

Priority Inheritance Mutex | Priority Protect Mutex

kernel 2.6.18 — glibc 2.5 —

glibc 2.5 —

1. Non-PIl Mutex ( 1. NPTL Robust Mutex
)

2. SCHED_ OTHER
"futex priority based wakeup" (fixed
in kernel 2.6.22~)

(plist )
futex

" TUSHIBA
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Priority Inversion (Pl Mutex)

Normal Mutex

lock(wait)

wakeup event for (A,B) A

Priority Inheritance Mutex

wakeup event for (A,B) A € 3

Priority Inversion

TOSHIBA
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[ [ ] [ ]
Priority: Task A > Task B > Task C

lock unlock

lock(wait)

Priority Inversion

lock

unlock

C gets A's priority ]




Priority Inversion (PP Mutex)

Normal Mutex

]
Priority: Ceiling >= Task A > Task B > Task C

lock(wait) lock unlock

wakeup event for (A,B) A

Priority Protect Mutex

<€

lock(wait) lock

Priority Inversion

quick response

unlock

______________________ —— e — e —————————— - __________________________________________________________’
wakeup event for (A,B) — locker gets ceiling priority
Priority Inversion
TOSHIBA 8
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Priority Inversion Test - PI

Mutex lock/unlock

TOSHIBA
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Priority Inversion Test - PI
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Mutex Implementation in NPTL

—fast path

(no contention)
—slow path

(wait & wakeup)

TOSHIBA
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Mutex Implementation in NPTL (fast path)

var (mutex->_ data. lock)
var = ( )
fast path user (glibc) kernel
S T T T T T T
normal | |ock (var=(0)1
mutex
unlock |var=(1)0 /
PI lock var = (O) TID
mutex
unlock {Var= (TID) O |
PP sched_setscheduler ceiling priority
mutex lock var = (ceil) ceil | 1
var = (var) ceil
SLEES sched_setscheduler\ base priority

N\

ceiling prio > thread prio

TOSHIBA
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Mutex Implementation in NPTL (slow path)

slow path user (glibc) kefinel ot
————————— ¢ utex
normal var = (1) 2
mutex lock futex(FUTEX_WAIT) schedule
var = (0) 2
unlock | V&'~ ) 0
\futex(FUTEX_WAKE) J4/wake_up
Pl futex(FUTEX_ _LOCK _PI) var = (var) var | FUTEX_WAITERS
mutex lock priority boosting
rt_mutex lock
futex(FUTEX _UNLOCK P var = (var) TID | FUTEX WAITERS
unlock rt_ mutex unlock TID
foriority unboosting
r —
PP | sched_setscheduler ceiling priority
var = (ceil] 1) ceil] 2
SIS el futex(FUTEX_WAIT) schedule
var = (ceil) ceil| 2
var = (var) ceil
unlock j futex(FUTEX WAKE) wake_ up
\sched_setscheduler J base priority

L

J rt mutex backend
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Mutex Performance

Call overhead Wait & wakeup

(fast path) (slow path)
metric: time / N metric: time / (N+M)
process A process B process C
start start _ Jock@______ i -IOHCE@ ------
| J Lgo first
while(!stop) while(!stop) while(!stop)
i lock(0) o | lock((N+2)%3) lock(M%3)
~10s unlock(0) ~10s| unlock((N+1)%3<{— unlock((M+2)%2,
N++ N++ M++
end ehd

TOSHIBA 14
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Mutex Performance

TX49/H4, MIPS 333MHz, D$ 32kB, 1$ 32kB
kernel 2.6.20.12, gcc 4.1.2, glibc 2.5

method

inherit

normal

robust

protect

Mutex Peformance

robust inherit 5 ‘

ceiling prio > thread prio

ceiling prio == thread prio

H

B Wait & wakeup
= Call overhead
O Call overhead (no sched)

]

0.0 2.0 4.0 6.0 8.0 10.0 120 140
[us/call] or [us/switch]

TOSHIBA
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Priority (Inheritance/Protect) Mutex
Priority Inheritance Mutex | Priority Protect Mutex
| ____muex | ____ muex _____
fast path
o 1.5 A 5 15 ) ><
. _glibc TID | - -
L s __ e
slow path
1.6 A 1.2 O
FERTE S
fast path PP
TOSHIBA (*)
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Robust Mutex
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Robust Mutex

Robust Mutex

dead)

(owner

kernel 2.6.17 —
glibc 2.5 —

1.

waiters"

2.6.1)
2. static link

3. POSIX

main thread
Robust mutex

( main mutex lock /7 unlock

owner dead

"robust mutex does not work if owner died with multiple

http://sources.redhat.com/bugzilla #4512 (fixed in glibc 2.5.1,

nptl/Zinit.o

)

TOSHIBA
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Robust Mutex - process flow

blocked on lock)

pthread_mutex_lock ™
pthread_cond_wait etc.

EOWNERDEAD

The context holding the
mutex exited.

Recovery the consistency
of the critical section

If possible, fix the consistency
of data etc.

If recovery is failed, the mutex
cannot be used.

NG

Recovery Success

OK‘

A 4

pthread _mutex_consistent_np

Notify the success ’

A 4

pthread _mutex_unlock

A

A 4

Execute the critical section

\ In an ordinary locked state ’

v

All operation on mutex result in
ENOTRECOVERABLE

TOSHIBA
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Inter-Process Synchronization with Robust Mutex

Robust Mutex

Robust Mutex
(IPC)

— (Mutual execution)
— (Message communication)
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Inter-Process Mutual execution with Robust Mutex

. (Mutual execution)

« SysV IPC Semaphore (semX) with SEM_UNDO*

*

 Robust mutex

mmap
— (Performance)
. (Call overhead)
. (Wait & wakeup)

TOSHIBA
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Inter-Process Mutual execution with Robust Mutex

ex.) mutex (lock: P, unlock: V in semaphore)

Call overhead Wait & wakeup

IM¢

Mutex Performance

sai  mutex lock : semaphore P }---
mutex unlock : semaphore V

time T time [ T N

~10s unlock(0) ~10s| unlock((N+1)%?3) unlock((M+2)%3)
N++ N++ ﬁ M++

egd end

TOSHIBA -
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Inter-Process Mutual execution with Robust Mutex

Inter-Process Mutual execution Performance
<- smaller is better

sysv semaphore

posix semaphore

®)

g posix mutex

GEJ (robust)

posix mutex B Wait & wakeup
(normal) I Call overhead
\ |
0.0 2.0 4.0 6.0 8.0 10.0 12.0
robust budget 1[us] [us]

TOSHIBA
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Inter-Process Mutual execution with Robust Mutex

(robust)

method

robug

TOSHIBA
Leading Innovation 9>}\

poSiX mutex

Inter-Process Mutual execution Performance

<- smaller Is better

Robust Mutex

o semgrore | —
|

posix semaphore

IPC

Robust mutex

posie——— jitch

[ Call overhead
|

10.0 12.0

7 2



Inter-Process Mutual execution with Robust Mutex

Robust Mutex SysV IPC Semaphore
1.8[us] Q 4.3[us] ><
fast path
8.5[us] 6.6[us] Cz
slow path

SEM_UNDO)

Robust Mutex

TOSHIBA .
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Inter-Process Message Communication with Robust Mutex

. (Message communication)

— * 2MB
MQ_BYTES_MAX 2101248 @ include/linux/mqgueue.h

« Posix Message Queue* (mq_X)
N:N

 Message Queue with Robust Mutex + Sync Method

— mu/cv ... Robust Mutex &
— mu/sm ... Robust Mutex &
mmap
— (Performance)
. (Wait & wakeup + msg copy)

TOSHIBA o6
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Inter-Process Message Communication with Robust Mutex

« Message Queue with Robust Mutex + Sync Method

mu/cV:

mq_send(,char *msg, size t msg_size,)

mu/sm

pthread_mutex_lock();

memcpy(shared memory, msg, msg_size);

count++;
pthread_cond_broadcast();
pthread _mutex_unlock();

pthread_mutex_lock();
memcpy(shared memory, msg, msg_size);
count++;

pthread_mutex_unlock();
sem_post();

mq_receive(, char *msg, size _t msg_size,)

pthread _mutex_lock();
while(lcount)
pthread_cond_wait();

memcpy(msg, shared memory, msg_size);

count--;
pthread mutex_unlock

sem_wait();
pthread_mutex_lock();

memcpy(msg, shared memory, msg_size);
count--;
pthread _mutex_unlock

TOSHIBA
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Inter-Process Message Communication with Robust Mutex

Message transfer throughput

metric: msg_size * time / (N+M)

TOSHIBA o8
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Inter-Process Message Communication with Robust Mutex

Inter-Process Message Communication

N N w
o o1 o

Throughput [MB/s]

I
ol

—e— posix message Q
—a— pthread (mu/cv)
5 pthread (mu/sm)

10 100 1000 10000 100000 1000000 10000000

msg_size [byte]

TOSHIBA
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Inter-Process Message Communication with Robust Mutex

Robust Mutex POSIX message
queue

mu/cv mu/sm

X A O

IPC

(1:1 )
Robust Mutex + futex POSIX message
queue

TOSHIBA 30
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* Priority (inheritance/protect) Mutex

= PP

e Robust Mutex

. Robust Mutex
. IPC

TOSHIBA
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