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Construction of Linux based software (AGL example) :

automotive 0S / common connectivity Graphics Navi / LBS multimedia Native app. AGL app fw Web app fw.
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https://wiki.automotivelinux.org/agl-distro
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@ AGL Layered Architecture ot
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http://iot.bzh/download/public/2016/genivi/CyberSecurity-Genivi-Q42016-Fulup-IoTbzh.pdf

B Client/UI (untrusted)
B Risk of code injection (HTML5/QML)
B UI on external devices (Mobiles, Tablets)
B Access to secure service APIs [REST/WS]

B Applications & Services (semi-trusted)
B Unknown developers & Multi-source
B High-grain protection by Linux UserIDs & SMACK labels.
B Run under control of Application Framework: need to provide a
security manifest

B Platform & System services (trusted)
B D-Bus Services started by systemd
B Fine grain privilege protection by Cynara
B Part of baseline distribution and certified services only
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http://iot.bzh/download/public/2016/genivi/CyberSecurity-Genivi-Q42016-Fulup-IoTbzh.pdf

@ SMACK (Simplified Mandatory Access Control Kernel)  , rovarive
1ERT —IN—RZ2HHEDE T ICAERZEIET S GRADELINUX

http://iot.bzh/download/public/2016/appfw/03-AGL-AppFW-Privileges-Management.pdf
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http://iot.bzh/download/public/2016/appfw/03-AGL-AppFW-Privileges-Management.pdf
http://iot.bzh/download/public/2016/appfw/03-AGL-AppFW-Privileges-Management.pdf

@ AGL ver5.0 “Electric Eel” @ CES2013 TR
wE

AGL CES demo
2018.1.9 -12 @ Venetian LV
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Web runtime trends
webkit2. chromium 7324 Walyand X5 CRAREN D H N

http://events.linuxfoundation.org/sites/events/files/slides/Browser%20for%20the%20automotive LCJAPAN.pdf

Chromium upstream

Browsers for the

automotive: an introduction

to WebKit for Wayland
Fork of KH‘TML & KIS WebKit 2: big architectural change

J - i —— Q igalia
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Google KU—Kd93

Blink: Google departs Chrome £ PCTI(&

Xz \AHY y
— Open sourced as WebKit Eg%ﬁ%o_gbvé@faffi

WebKit for Wayland X IT(CEREN DD
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http://events.linuxfoundation.org/sites/events/files/slides/Browser for the automotive_LCJAPAN.pdf
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Ozone-Wayland project suspended @2015
Wayland IZIE T native chromium Z&hH9 F57aHNE Rl

https://blogs.igalia.com/tonikitoo/2016/1 |/14/chromium-ozone-wayland-and-beyond/

Yet in 2013, Intel presented an Ozone/Wayland backend to the Chromium community.
Although project progressed really well, after some time of active development, it got

Ozone-

Wl stalled: its most recent update is compatible with Chromium m49, from December/2015.
aylan
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XDG shell

Pesquls

https://01.org/ozone-wayland |

shell in not compatible
with automotive use.
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https://blogs.igalia.com/tonikitoo/2016/11/14/chromium-ozone-wayland-and-beyond/
https://01.org/ozone-wayland
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AGL ver5.0 (C Chromium 62 ZA>THL -3 F E
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https://youtu.be/61X66tzxFIY
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@ Platform APIs as HTTP REST A
htmlI5 59 %FIRL CEEGIER 7 )T -2 3> %5k TES GRADE
https://archive.fosdem.org/201 6/schedule/event/securehtml5/

Template : http://<board>/api/ plugin/method/(?value=)

® http://<board>/plugin/api/radio/mode?value=FM : select FM mode
® http://<board>/plugin/api/radio/freq?value=110.2  :select 110.2 Hz

® platform glue is provided in plugins, written in C/C++, JavaScript ; https://github.com/iotbzh
® developers should be able to write and provide their own plugins... [afb-radio_deprecated
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REST=Representational State Transfer
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https://archive.fosdem.org/2016/schedule/event/securehtml5/
https://github.com/iotbzh/afb-radio_deprecated

Automotive need to be a part of PC/IT cloud

® Smart Phone
® Tablet

® PC

® \\earable
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OPENID CONNECT #FIFAUL1—HY-Rfnfazigsth

Global Architectu I —

Local Binding Re

(11) Forward AuthCode

ws-client:tcpi/fhostname: port/MyAP| = ws-server:l
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AuthZ Request (clientiD@IDP, scope, ..) TRE2
(10) Forward - - A
AuthCode OpenlDI7 70257 —>3>2 - v ) (>

(4) Request AuthZ on behalf
Remote (clientlD, scope, ..)

Identity Agent ~- (5) Redirect Authentication O el l I D
URL for User consent IDI x
: Japar

e.g

A
(9) Retum AuthCode (1) Forward IDP redirect https://www.slideshare.net/tkudo/openid-connect-for-getting-

. A out-of-password-hell
Consent/Authentication (7) User Consent/Authentication P

User Ul o Interaction
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Secure web application execution
AGL App FW + Chrome T&Z&(C&H1777 R I)%ZEITR]8E

AUTOMEITIVE Latest
GRADE | X native chrome

Service on Cloud
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