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AGL CES demo integration WS
2016.11.18-19 @ Yokohama
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Construction of Linux based software (AGL example) )

automotive 0S / common connectivity Graphics Navi / LBS multimedia Native app. AGL app fw Web app fw.
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@ Platform APIs as HTTP REST A
htmlI5 59 %FIRL CEEGIER 7 )T -2 3> %5k TES GRADE
https://archive.fosdem.org/201 6/schedule/event/securehtml5/

Template : http://<board>/api/ plugin/method/(?value=)

® http://<board>/plugin/api/radio/mode?value=FM : select FM mode
® http://<board>/plugin/api/radio/freq?value=110.2  :select 110.2 Hz

® platform glue is provided in plugins, written in C/C++, JavaScript ; https://github.com/iotbzh
® developers should be able to write and provide their own plugins... [afb-radio_deprecated
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REST=Representational State Transfer
“Web&)ILXD)\wAY> 2017

1/28/2017



https://archive.fosdem.org/2016/schedule/event/securehtml5/
https://github.com/iotbzh/afb-radio_deprecated
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@ AGL Layered Architecture ot
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http://iot.bzh/download/public/2016/genivi/CyberSecurity-Genivi-Q42016-Fulup-IoTbzh.pdf

B Client/UI (untrusted)
B Risk of code injection (HTML5/QML)
B UI on external devices (Mobiles, Tablets)
B Access to secure service APIs [REST/WS]

B Applications & Services (semi-trusted)
B Unknown developers & Multi-source
B High-grain protection by Linux UserIDs & SMACK labels.
B Run under control of Application Framework: need to provide a
security manifest

B Platform & System services (trusted)
B D-Bus Services started by systemd
B Fine grain privilege protection by Cynara
B Part of baseline distribution and certified services only
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http://iot.bzh/download/public/2016/genivi/CyberSecurity-Genivi-Q42016-Fulup-IoTbzh.pdf

@ SMACK (Simplified Mandatory Access Control Kernel)  , rovarive
1ERT —IN—RZ2HHEDE T ICAERZEIET S GRADELINUX

http://iot.bzh/download/public/2016/appfw/03-AGL-AppFW-Privileges-Management.pdf
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http://iot.bzh/download/public/2016/appfw/03-AGL-AppFW-Privileges-Management.pdf
http://iot.bzh/download/public/2016/appfw/03-AGL-AppFW-Privileges-Management.pdf
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https://arstechnica.com
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adgets/2016/12/fedora-25-review-the-best-linux-distro-of-2016-arrived-at-the-last-moment

Linux Daily Topics

20165 11H24H Fedora 25h'UU—X —GNOME 3.22%
HiR—b, Waylandh5 I JL BC

http://gihyo.jp/admin/clip/01/linux_dt/20161 1/24

Wayland: The gripes first

The biggest change in this release is undoubtedly the move to Wayland as the default, erm

protocol, replacing the venerable X Server. Wayland's goal is to be easier to develop and

maintain. To a lesser degree, it also aims to get rid of the X's confusing clutter of accumulated bits
that have been bolted on over the years.

Wayland is not, strictly speaking, a display server like X. Wayland is a protocol for a compositor to
talk through. To make things more confusing the compositor can be a Wayland client itself. It
could also be an X application, some input device or a standalone display server. Wayland doesn't
actually do much and that's by design. As the Wayland FAQ puts it, "the compositor sends input
events to the clients. The clients render locally and then communicate video memory buffers and
information about updates to those buffers back to the compositor.”
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http://gihyo.jp/admin/clip/01/linux_dt/201611/24
https://arstechnica.com/gadgets/2016/12/fedora-25-review-the-best-linux-distro-of-2016-arrived-at-the-last-moment/
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Connected infrastructure
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Web Application
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® Data on cloud
® Application on cloud
® Service on cloud
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local network ECU
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HTML

Web runtime trends
webkit2. chromium 7324 Walyand X5 CRAREN D H N

http://events.linuxfoundation.org/sites/events/files/slides/Browser%20for%20the%20automotive LCJAPAN.pdf

Chromium upstream

Browsers for the

automotive: an introduction

to WebKit for Wayland
Fork of KH‘TML & KIS WebKit 2: big architectural change

J - i —— Q igalia

2001 2005 2009 2011 2013 2014

Google KU—Kd93

Blink: Google departs Chrome £ PCTI(&

Xz \AHY y
— Open sourced as WebKit Eg%ﬁ%o_gbvé@faffi

WebKit for Wayland X IT(CEREN DD
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http://events.linuxfoundation.org/sites/events/files/slides/Browser for the automotive_LCJAPAN.pdf

HTML

Ozone-Wayland project suspended @2015
Wayland IZIE T native chromium Z&hH9 F57aHNE Rl

https://blogs.igalia.com/tonikitoo/2016/1 |/14/chromium-ozone-wayland-and-beyond/

Yet in 2013, Intel presented an Ozone/Wayland backend to the Chromium community.
Although project progressed really well, after some time of active development, it got

Ozone-

Wl stalled: its most recent update is compatible with Chromium m49, from December/2015.
aylan

INTEL
OPEN
SOURCE
.org
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Wayland

Chrome 58
Wayland
Weston

XDG shell

Pesquls

https://01.org/ozone-wayland |

shell in not compatible
with automotive use.
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https://blogs.igalia.com/tonikitoo/2016/11/14/chromium-ozone-wayland-and-beyond/
https://01.org/ozone-wayland
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~ GPU-accelerated
Chromium
on Wayland '

Wayland is the most advanced
X11-replacement display protocol,
shipping today in a variety of desktop and
embedded environments. Igalia has been
actively contributing to the effort of
getting the Chromium browser running
natively on Wayland.
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OZONE-WAYLAND LATEST CHROMIUM

IMPLEMENTATION WITH WAYLAND SUPPORT W 3 C
Your Browser Scores o sanl . Your Browser Scores o Seri | ( D& covera ge )
486 0 517 B =207
out of 555 points .~ Multimedia out of 555 points .~ Multimedia

29 of 33: Video

29 of 33: Video /

Select up to five browsers and compare their test results Chrome 52 Edge 15 Firefox 48 Safari 10.0 IR
in detail Explorer 11




Chromium runs on AGL v3.0 “CC" AUTERETINVE
AGL App FW + Wayland =155 I CEUERENMEL CLVSERF CRADE

Chromium 58
Wayland AppFW

Binder

Weston XDG-shell Chromium
Emulator on IVI-shell
chrome.wgt
(W3C package)

AGL v3.0 “CC”
Application FW
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Secure web application execution
AGL App FW + Chrome T&Z&(C&H1777 R I)%ZEITR]8E

AUTOMEITIVE Latest
GRADE | X native chrome

Service on Cloud
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