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Who am |

Most active 4.6 employers

From automotive target SoC e
provider company Renesas. ) AL
(None) 647 4.8%

Li 588 4.4%

) ) Olafrfachy 413 3.1%
Leading Linux kernel upstream SNy Bl i

development team.

Renesas Electronics

AMD
ARM
Google

AGL (Automotive Grade Linux) (Consultant)

Texas Instruments 230

advisory board member. Oracle 191

LTSI (longterm kernel) and
yocto (build tool) project

board member.

Code Aurora Forum 175
Atmel 166
NVidia 159
Huawei Technologies 147
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2.3%
2.3%
1.9%
1.8%
1.8%
1.7%
1.4%
1.3%
1.2%
1.2%
1.1%

By lines changed
Intel 131992 20.0%
(Unknown) 43271 6.5%
Red Hat 40589 6.1%
(None) 29098 4.4%
Linaro 19259 2.9%
IBM 17455 2.6%
Outreachy 17445 2.6%
Omnibond Systems 17122 2.6%
Texas Instruments 16779 2.5%
Code Aurora Forum 14484 2.2%
oogle )
AMD
SUSE
Samsung
Oracle
Mellanox
ARM
Facebook
(Consultant)

Latest Linux kernel contributor company ranking
https://lwn.net/Articles/686393/
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Linux becomes de-facto OS of connected Car

internet,
file share

_ 1980 - 2000 2000 - 2013 2013 -

IVI application

Software structure

Automotive OS

General purpose OS adoption

generations Gen.1 (standalone system) Gen.2 (connected)
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Why OSS becomes common choice?

software

modern trends
non-differentiator

common technology

Linux OS kernel
Network connectivity
Storage device support

Security framework
Graphics framework
Java, multi-core CPU

- : tion is getting bi i -
simple monitor program portion Is getting bigger non differentiator technology

complicated device

manipulation needed High-performance SoC

(multi-core, Graphics)

o ——— - —

hardware

—————————————————————————————————————————————————
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Construction of Linux based software (AGL example)
N | | |

Linux kernel
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https://wiki.automotivelinux.org/agl-distro




RTOS vs. Linux : completely different philosophy

Traditional RTOS programing manner does not work for Linux environment.

sequential execution task execution order runtime auto coordination

fixed by coding : : smart & fair CPU allocation
. : scheduling policy .

(deterministic & predictable) (heuristics)

static allocation : dynamic
: resource allocation ) :
(pre-assigned) (runtime allocation)

absolute address address description relocation address
No address translation Yes (by MMU)
Yes realtime management  No (various cache mechanism)
No multi processor Yes (SMP, AMP, HMP)
No virtualization Yes
FUSA support No
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Evolution of software development model (becomes

field update

mandatory
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Traditional water flow development model

multiple iteration

Requirement collection
I D D .

Spec definition

Test and system validation
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Agile software development model
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Fact : Linux kernel version 4.6 (released 2016.5.15)

® Linux kernel is huge, the work result of |25 years continuous development effort.
® No single company can compete with this development power (speed and quality) .

| item | data |
SLOC (true Source Lines Of Code) 14,398,866 line
v4.5 to v4.6 SLOC delta 279,351 line
v4.5 to v4.6 update period 73 days
Average update cycle around 70 days

Source code file number 42,236 files

merged commits 13,354 pcs

Contributed developers count 1,661 mans

Value estimation (by sloccount) $627,894,993 (= 690 oku-yen)

kernel 4.6 release info : https://lwn.net/Articles/686393/
kernel 4.6 feature intro : http://kernelnewbies.org/Linux_4.6




www.kernel.org : heart of Linux kernel development

Protocol

HTTP
GIT
RSYNC

Location

https://www.kernel.org/pub/

https://git.kernel.org/
rsync://rsync.kernel.org/pub/

@

mainline:

4.6
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longterm:
longterm:
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longterm:
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longterm:
longterm:
linux-next:

455 |
4.4M
4124
3.18.33
3.16.35
3.14.70
3.12.59
3.10.101
3.4.112
3.2.80
next-20160520
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Latest Stable Kernel:

4.6

®
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. pat
C. pat
. pat
. pat

. pat
. pat
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[view diff] [browse]

Latest release
under development
long-term

queued for the next

[browse]
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Community gathers best of best talented developer

software development

team @company A software development
team @company C

development
community

Neither a hobbyist nor academic.
Each company send their best
developers to the community.

software development software development
team @ com pa ny B Best practice of Open Source Operating system adoption team @ com pa ny D




. 14
Serious battle to get next-gen technology standards

next-gen technology
trends decided by
the community work

development

Company A .
community

demands

ge——— T

Company B
demands

free rider company
bears the burden of
chasing new trends
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trends decided by

the community work Free rider

company

/

next-gen technology}
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Layered structure of maintainer : trusted link
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about 1,800
maintainers

y N

riou pull request
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= driver / file driver / file driver / file driver
@ maintainer maintainer maintainer maintainer
—t

USEF; USEF; USEF’ USEF;

developer developer developer developer
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git : advanced code management system (= CMS)

Linux kernel consist of small code chunk named “patch” submitted by the developers.

Linux 4.4
Merge tag 'scsi-fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/jejb/scsi
Merge remote-tracking branch 'mkp-scsi/4.4/scsi-fixes' into fixes James Bottomley <James.Bottomley@HansenPartnership 2015-12-29
sd: Reject optimal transfer length smaller than page size Martin K. Petersen <martin.petersen@oracle.com> 2015-12-17
Merge tag 'pci-v4.4-fixes-4' of git://git.kernel.org/pub/scm/linux/kernel/git/helgaas, Linus Torvalds <torvalds@linux-foundation.org> 2016-01-10

Linus Torvalds <torvalds@linux-foundation.org> 2016-01-11
Linus Torvalds <torvalds@linux-foundation.org> 2016-01-10

PCI: dra7xx: Mark driver as broken Richard Cochran <richardcochran@gmail.com>
vmstat: allocate vmstat wq before it is used Michal Hocko <mhocko@suse.com>

Merge tag 'fixes for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/arm/arm-¢ Linus Torvalds <torvalds@linux-foundation.org>

Merge tag 'omap-for-v4.4/onenand-corruption' of git://git.kernel.org/pub/scm/linux/ker Arnd Bergmann <arnd@arndb.de>
: OMAP2+: Fix onenand rate detection to avoid filesystem corruption Tony Lindgren <tony@atomide.com>
: vt8500: Add SDHC node to DTS file for WM8650 Roman Volkov <rvolkov@vlros.org>

: Fix broken USB support in multi v7 defconfig for sunxi devices Timo Sigurdsson <public timo.s@silentcreek.de>

2016-01-09
2016-01-08
2016-01-09
2016-01-09
2016-01-06
2016-01-01
2016-01-01

: versatile: fix MMC/SD interrupt assignment L1nus WallelJ <11nus wallelj@llnaro org> 2016 01-05
: nomadik: set latencies to 8 cycles
: Fix broken USB support in sunxi defconfig
Merge tag 'for-linus' of git://git.kernel.org/pub/scm/
kvm: x86: only channel 0 of the 18254 is linked to the
Merge tag 'pm+acpi-4.4-final' of git://git.kernel.org
ACPI / property: avoid leaking format string into kol
Merge branch 'x86-urgent-for-linus' of git://git.ker
x86/numachip: Fix NumaConnect2 MMCFG PCI access
x86/entry: Restore traditional SYSENTER calling conve
x86/entry: Fix some comments
x86/paravirt: Prevent rtc _cmos platform device init g
x86/xen: Avoid fast syscall path for Xen PV guests
x86/mce: Ensure offline CPUs don't participate in rend®

git support distributed code development
and automated code integration & review
mechanism. Each developer can send small
code chunk named “patch” to create Linux

Merge branch 'sched-urgent-for-linus' of git://git.kernel.org/pub/scm/linux/kernel/c¢ Linus Torvalds <torvalds@linux-foundation.org>

2016-01-09
Sebastian Andrzej Siewior <bigeasy@linutronix.de> 2015-12-22
Peter Zijlstra <peterz@infradead.org> 2015-11-26
sched/core: Check tgid in is global init() Sergey Senozhatsky <sergey.senozhatsky@gmail.com> 2016-01-01
sched/fair: Fix multiplication overflow on 32-bit systems Andrey Ryabinin <aryabinin@virtuozzo.com> 2015-12-14
Merge branch 'perf-urgent-for-linus' of git://git.kernel.org/pub/scm/linux/kernel/gi Linus Torvalds <torvalds@linux-foundation.org> 2016-01-09
perf: Fix race in swevent hash Peter Zijlstra <peterz@infradead.org> 2015-12-15
perf: Fix race in perf event exec() Peter Zijlstra <peterz@infradead.org> 2015-12-11

Merge tag 'perf-urgent-for-mingo' of git://git.kernel.org/pub/scm/linux/kernel/gii Ingo Molnar <mingo@kernel.org> 2015-12-18

sched/core: Reset task's lockless wake-queues on fork()
sched/core: Fix unserialized r-m-w scribbling stuff

Best practice of Open Source Operating system adoption




“public patch review” is the key success procedure
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"~ Do not send a
completed code,
but just idea and

- small chunk piece

aulalle i i (e Iteration 3 ~ 10 times

< N\

Patch Patch
submission > improve

IDEA ——> RFC ——p
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e
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Constant kernel version migration process

constant release at around every 70 days

A 4

validation period (rcl to rcX, likely 8 or 9)
around 2 weeks around 7 or 8 weeks

kemel 46 R s7ecx . kemeld7

release EENE

® Patch merge period starts right after new version kernel release, and last 2 weeks.
® After merge windows close, multiple validation release (rc1 to rc8/9) continues
® Linus keeps same release interval of around 65 days.

Best practice of Open Source Operating system adoption
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Software vulnerability (CVE list) risk

About CVE

FAQs

CVE List

Search & Downloads
Updates & Feeds
Coverage Goals

Request a CVE-ID

CVE Numbering Authorities
(CNAs)

CVE In Use

Scoring (via NVD)

Fix Info (via NVD)
CVE-Compatible Products
News

Free Newsletter
Community

CVE Editorial Board

Board Discussion Archives
Search the Site

Site Map

CVE LIST

COMPATIBILITY

NEWS — MAY 18, 2016 SEARCH

Common Vulnerabilities and Exposures
The Standard for Information Securily Vulnerability Names

| Search Results
There are 1444 CVE entries that match your search.

CVE List Main Page

CVE® is a publicly available and free to us
vulnerabilities and exposures.

IMPORTANT: CVE-IDs have & new numbe

National Vulnerability Dat

Full database functionality for the CVI
provided through MITRE's partnershig
the U.S. National Vulnerability Databg

(NVD).

e Data feeds of NVD's CVE content
Scoring for CVE-IDs
Fix information for CVE-IDs
Statistics for NVD's CVE content
Advanced searching of NVD's CVE

You may download the CVE List, copy it,
modify CVE itself as per our Terms of U
Cybersecurity and Communications at tk

https://cve.mitre.org/cve/index.html

Name
CVE-2016-4951

CVE-2016-4913

CVE-2016-4805

CVE-2016-4794

CVE-2016-4581

CVE-2016-4580

CVE-2016-4578

Description

The tipc_nl_publ_dump function in net/tipc/socket.c in the Linux kernel through 4.6 does not verify
socket existence, which allows local users to cause a denial of service (NULL pointer dereference and
system crash) or possibly have unspecified other impact via a dumpit operation.

The get_rock_ridge_filename function in fs/isofs/rock.c in the Linux kernel before 4.5.5 mishandles
NM (aka alternate name) entries containing \0 characters, which allows local users to obtain sensitive
information from kernel memory or possibly have unspecified other impact via a crafted isofs
filesystem.

Use-after-free vulnerability in drivers/net/ppp/ppp_generic.c in the Linux kernel before 4.5.2 allows
local users to cause a denial of service (memory corruption and system crash, or spinlock) or
possibly have unspecified other impact by removing a network namespace, related to the
ppp_register_net_channel and ppp_unregister_channel functions.

Use-after-free vulnerability in mm/percpu.c in the Linux kernel through 4.6 allows local users to
cause a denial of service (BUG) or possibly have unspecified other impact via crafted use of the
mmap and bpf system calls.

fs/pnode.c in the Linux kernel before 4.5.4 does not properly traverse a mount propagation tree in a
certain case involving a slave mount, which allows local users to cause a denial of service (NULL
pointer dereference and OOPS) via a crafted series of mount system calls.

The x25_negotiate_facilities function in net/x25/x25_facilities.c in the Linux kernel before 4.5.5 does
not properly initialize a certain data structure, which allows attackers to obtain sensitive information
from kernel stack memory via an X.25 Call Request.

sound/core/timer.c in the Linux kernel through 4.6 does not initialize certain r1 data structures,

Best practice of Open Source Operating system adoption




Longterm kernel contains many CVE fix patces

-m release mm

Selected kernel version named “longterm-stable (LTS)”
kept maintained with a collection of security fixes. I T

Longterm release kernels

3.11

Version Maintainer Released Projected EOL
44 GegkoahHemman  D0GOHO  [Feb, 208 3.12
4] Sasha Levin 2050621 Sep, 2017 3.13
318 5asha Levin 20141207 Jan, 2017 3.14

314 (Greq Kroah-Hartman 2014-03-30 Aug, 2016
312 Jiri Staby 20131103 Jan, 2017

310 Willy Tarreay 2013-06-30 Oct, 2017
34 Li Zefan 2012-05-20 Sep, 2016
3. Ben Hutchings 2012-01-04 May, 2018

https://kernel.org/category/releases.html

316 Ben Hutchings 2014-0803  |Apr, 2020 3.15

04.28.13 3.9.11

06.30.13 3.10.101
09.03.13 3.11.10
11.15.13 3.12.60
01.21.14 3.13.11
03.30.14 3.14.70

~ 06.08.14 3.15.10
04.12.15

06.21.15
09.01.15
11.01.15
01.10.16

7571

2,499
903
618

1,145

aiming 2017 LTS version kernel (4.77)

Gen2 BSP

Gen3 BSP




Connected era’s quality : changing the scheme
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Upstream first strategy

BSP
base
code

rc-1 rc-1 re-1 pE—
4.6 4.7 4.8 4.9

review & merge

new
_ -~ \_code _ _ _
o patch submit and get community review
< backport from mainline merged code
pros. cons.

Can develop clean code by community review It takes time (up to 6 month to merge)

Merged to the mainline, no more in-house code Can not hide your secret (=differentiator)

Can apply upstream security fix patch You may need to rewrite the patch by review
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Cl : Continuous Integration and many release

ush out not full -
Ii)/alidated code tg r— ——_— —)
the next release

“Cl” becomes mantra for ‘
complexed software development

Best practice of Open Source Operating system adoption
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Conclusion

* Linux and other OSS adoption become dominant for connected car
VI systems. (network, file system, security, graphics)

* Traditional RTOS development model does not work for Linux.
You need to learn how OSS community develops the code. And
write the appropriate code that complies with Linux philosophy.

* [VI system needs to have a field software update feature to apply
CVE fix patches come from the community. If you heavily modify
the code, it may cause security patch adoption troubles.

Best practice of Open Source Operating system adoption



