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e SELINux (2001)
e Linux www.linuxcons.gr.jp ( )
e SELinux www.sealinux.gr.jp( )
— SELinux , Linux, ITMedia, IT

« SELinux Policy Editor, SELinux/Aid
— SELinux Symposium 2005,2006@ DC

— Linux http://hitachi soft.j p/product/secure-linux/
— DMZ
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SELinux Policy Editor

SELinux

(Apache )

policy module(apache,1.3.16)
attribute httpdcontent;

attribute httpd_exec_scripts;
attribute httpd_script exec type;
type httpd_t;

type httpd_e

init_ daemon_

role system_

ii‘ﬁef(‘target

optional_policy(
)
;||OW httpd_t httpd_sys_content t:dir r_dir_perms;

allow httpd_t httpd_sys content t:file r_file_ perms;
allow httpd_t httpd_sys_content t:Ink file r_file_perms;

prelink_object file(httpd_modules_t)

corenet_non_ipsec_sendrecv(httpd_t)
corenet_tcp_sendrecv_all_if(httpd_t)
corenet_udp_sendrecv _all_if(httpd_t)
corenet_tcp_sendrecv_all_nodes(httpd_t)
corenet_udp_sendrecv_all_nodes(httpd_t)
corenet_tcp_sendrecv_all_ports(httpd_t)
corenet_udp_sendrecv_all_ports(httpd_t)
corenet tcp_bind all nodes(httpd t)
corenet_tcp_bind_http_port(httpd_t)
corenet_tcp_bind_http_cache_port(httpd_t)
corenet_sendrecv_http_server_packets(httpd_t)

7\'/arlwww(/.*) —-— gen_context(system_u:object r:httpd sys _content t, sO)
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0SS http://seedit.sourceforge.net/
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SELinux Policy Editor

domain httpd t;
program Zusr/sbin/httpd,;
allow Zvar/www/>* r;

allownet —protocol tcp —port 80 server;
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e SELIinux
— Linux2.6
e Linux
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