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Compliance Lab

Enforcement
o GPL has legal teeth.

» Section 4: Rights terminate on violation.
» Permission to copy, modify, distribute gone.

- * Only copyright holder can restore rights.
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~ Compliance Lab
Ongoing Violations
+ Copies made? Violation each time.
» One-time violations: minimal threat.

» Ongoing means GPL commitment.

- Educating so compliance is second nature.



Compliance Lab

Discovering Violations

» Reported by the community.

* Independent confirmation necessary.
» Whose copyright? '

» Persue if we can.

» Ask others if we can't.
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Compliance Lab
First Contact
» Gooperation is key.
« Assume it's a mistake.
» Offer collaborative help.

* Negotiate, Negotiate, Negotiate.



‘Davrik
Facts: The Report
. SDK for consumer electronic devices.
« Unconfirmed Report.
+ Substantiative Report Later.
» GCC Derivative Work.
» Chipset Mods, "LP" Component added.
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~ Davrik
Facts: Negotiation and Release

» Long discussion yields source release.
» Reporters unable to build.

» Davrik updates build instructions.

o "LP" missing from release.

e Eventual consensus on LP and release.
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Davrik
Facts: Remedies

e Website announcement.
e Newsletter announcement.

e Patent language resolution: i statement does not
negate, limit or restrict any rights you already have under GPL, Version 2.

» GPL Compliance Officer appointed.
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Davrik
Lessons

* No enforcement without confirmation.

» Educate the user about what to expect.

» Friendly negotiation and cooperation.

« Confirming compliance is community effort.

 Carefully consider other legal mechanisms.
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Bracken

Facts: The Report
« GNU/Linux distribution for OEM vendors.
» Report in Slashdot comment.
» Other copyright holders confirmed.
« Software available on website.

e Direct confirmation of violation.

AR T
N P S
LF :."' st ..-.”- o+ .‘:""l: T



Bracken
Facts: Problems and Contact

e No source, nor offer for source, available.
e EULA contradicts GPL.
e FSF informs via email.

» Bracken immediately stops distribution.

o B il B

CF L

i 32|

..-ﬁrl__;_l',.'-"' - .."_ -."I__‘ﬁ-.r_‘?,f'gt“f"
EE A



Bracken

Facts: Proposed Remedies
. Attorneys rewrite EULA; FSF will vet it
e Source available side-by-side on website.
e Internal seminar for engineers by lawyers.
» Bracken resumes distribution after FSF

sign-off, which occurred within one week.

il " F ki

L gt ']

= i-;e““"LI gt e W
ol - Cw A



Bracken
Lessons

. Undérstanding culture means easier compliance.
* Management fami'liarity makes GPL mundane.

o Legally, distribution must stop at violation time.

» EULASs often caUse compliance problems. - |

» Compliance Officers unnecessary in educated

organizations.



Vigorien
Facts: The Report
» Backup solution based on GNU tar.
 Cryptographic features added.
« Customer of the product reported problem.

» User report confirmed: crypto derivative,

other ancillary products not.
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Vigorien
Facts: Addressing the Problem
* GNU tar sources, mi_nUs crypto, to customers.
. Vigorién argues "security through obscurity".
» FSF disputes on legal and technical grounds.
* Vigorien raises export control problems.
 Deadlock until export controls lifted; crypto

released after ITAR rules change.

fr o ety 0

11111



Vigorien
Lessons
. Removing GPL'd portion always an option.
» "Security" or other technical concerns
cannot trump GPL.

-+ External regulatory problems difficult to

resolve.
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Haxil
Facts: The Report
e Consumer electronics device.
« Contains mini GNU/Linux distri.but-ion.
 Popular with tech-savvy audience.
e Violation quickly discovered.
« Extensive public discussion and outcry.

« FSF confirms violation easily.



Polgara/Haxil

Facts: Acquisition and Coalition
 Polgara has just acquired Haxil.

* Polgara surprised to find GPL'd software.

» Polgara GC's office and Haxil managers
open negotiations jointly with FSF.

« Community copyright holders angered.

 FSF negotiates joint representation. i a=



Polgara/Haxil/Thesulac
Facts: The Upstream

* Polgara discovers upstream provider.

* Polgara mods minimal; mostly Thesulac work.
» FSF proposes four way communication.

* Both parallel and joined negotiations.

« Source code released to Polgara.

 Source placed on Polgara website.
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» Some problems still remain. o



| Thesulac
Facts: Regulatory Concerns

» Software drives software-controlled radio.

* Linux device driver needed.

« Japanese and US regulators forbid code
availability.

* Conflict similar to export con’trdl, but still ongoing.



Polgara/Haxil/Thesulac
Lessons

« Community outrage can make negotiations tricky.

« GPL compliance on corporate
acquisition/partnering checklist.

 Upstream problems don't excuse ddwnstream.

» Upstream should advise downstream.

« FSF enforcement avoids redundant enforcement.



Good Compliance
Practices
« Ask engineers where technology came from.
« Teach them to notice licensing documents.

* Institute easy-to-follow procedure and committee.

« Add GPL matters to appropriate checklists.
« Engineers can participate in Free development.
» A GPL violation is not a disaster:

o it's an opportunity.
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Overview of Ethics Discussion

Part [. Representing Free Software Clients
Q&A

Part Il: Practicing Free Software

Q&A

Break

Part lll: More General Ethical Considerations Relevaht to Free
Software



But, First ...

What are ethics?

e “1) the discipline dealing with what is good and bad and with
- moral duty and obligation; 2) a: a set of moral principles or

values; b: a theory or system of moral values; c: the |
principles of conduct governing an individual or a group;
d: a guiding philosophy.” Merriam-Webster’s Dictionary

e ‘Legal ethics. The customs of the legal profession, involving
the moral duties that its members owe one another, their
clients, and the courts.” Black's Law Dictionary

e Sources: Model Rules, Model Code, PTO Code

Can they be taught?
¢ Intuitive Decisions
e Conflicting Scenarios
o Sensitivity to Repercussions



_ Part I
Representing Free Software Clients

As Compared to Other Qlients

Why and What

Pro Bono Obligations

Taking Ownership Interest in a Client

Duty of Loyalty



Representing Free Software Clients:
As Compared to Other Clients

Differences from Traditional Representation
e More Technologically Sophisticated: Declining with Creep
¢ No Litigation / Community Norms Govern

Similarities with Traditional Representation
e Importance of Financial Impact of Legal Choices
¢ Legal Sophistication
e Applicable Substantive Law



Representing Free Software Clients:
Why and What

Legally and Technically Chalienging Subject Matter

Client Development
e Diverse Industries
e Entrée for Other Matters

Typical Matters
e License Review and Evaluation
¢ Audit / Risk Profiling
e Due Diligence / M&A
e Policy / Good Offices Creation



Representing Free Software Clients:
Fulfilling Pro Bono Obligations

NY CPR EC 2-25: A lawyer has an obligation to render public interest and
pro bono legal service. A lawyer may fulfill this responsibility by providing
professional services at no fee or at a reduced fee to individuals of limited
financial means or to public service or charitable groups or organizations,
or by participation in programs and organizations specifically designed to
increase the availability of legal services. In addition, lawyers or law firms
are encouraged to supplement this responsibility through the financial
and other support of organizations that provide legal services to persons
of limited means. -

"Although New York will not disbar a lawyer for failing to do pro bono work,
our Code of Professional Responsibility makes clear that pro bono work
is an ‘obligation.”” Evan A. Davis, President of the Association of the Bar
of the City of New York, April 9, 2001.



Representing Free Software Clients:
Taking Ownership Interest in a Client

DR 5-104: Deals Between A and C Not Allowed, Unless ...
¢ Fair and Reasonable Terms ...

o are Fully Disclosed in Writing in a Manner Reasonably
Understandable by C, and

e A Advises C to seek Independent Legal Advice on the Deal,
and

e C Consents in Writing to (1) Deal and (2) A’s Inherent Conflict
of Interest.

Ongoing Conflict of Interest
e Disinterested Lawyer Test of DR 5-101(A)
e Different from contingency fee litigation?



Representing Free Software Clients:
Fulfilling Duty of Loyalty

Direct Conflicts of Interest
o Easy ldentification; Difficult Remedy
¢ Rare for Free Software Clients

Indirect Conflicts of Interest
o Trap for the Unwary Licensing Attorney

Political / Philosophical Conflicts of Interest
e Microsoft v Sun
e Brand v Generic



Part Il: |
Practicing Free Software

Counseling Free Software Licensors
« Good Practices
« Investigating Compliance
« Contingency Fee Litigation

Counseling Free Software Licensees
« Manifested Demand for Free Software Legal Services
« Good Practices
e Rendering a Free Software Opinion



Practicing Free Software:
Counseling Free Software LicensORs

Good Practices
¢ Lab Notebooks
¢ Clean Room Development
¢ Pre-Distribution Clearance Procedures

Investigating Compliance: Duty of Honesty To Adverse Parties
¢ Special Ops
e Use of Non-Lawyers
e Ex Parte Contacts

Contingency Fee Litigation



Practicing Free Software:
Counseling Free Software LicensEEs

Manifested Demand for Free Software Legal Services
o GPL’s Never Been Tested in Court
e SCO’s Lawsuit is Chilling Free Software Adoption
e Pronouncements of Various Free Software Players

Clients Claim Uncertainty, Perceive Susceptibility to Legal Risk
Good Practices

e Review Committee: Pre-Approved Licenses List
e Record Keeping



Practicing Free Software:
Counseling Free Software Licensees

Rendering a Free Software Opinion: Potential Risk Transfer Vehicle
o Better to Advise or Advocate |
o Better to be Candid or Confidential

Ethical Duties in Rendering an Opinion
e Duty of Competence
e Duty of Communication
« Duty of Candor Despite Risk of Exposure



Practicing Free Software:
Counseling Free Software Licensees

Characteristics of an Objective Opinion
¢ Wishy-Washy v. Guarantee
« Internal Indicia of Comprehensiveness
¢ Knowing the Audience
¢ Dealing with Uncertainty
« Unknowable Basis for Analysis

Conflicts Attendant to Giving Opinions
¢ Direct Conflict
e Trap of the Indirect Conflict
¢ The Testifying Advocate



Part lll: More General Ethical
Considerations Relevant to Free Software

Jurisdiction and Governing Rules

Issues for the Attorney Writing and Litigating Software Patents
e Duty of Loyalty
e Duty of Honesty
¢ The Patent System and Software Patents Specifically

Miscellaneous Tidbits: What Relationships Teach About Ethics



Jurisdiction and Governing Rules

Intra-State Representation

Inter-State Representation
e No Single Answer

Federal Court Representation
e The Federal “Standard”

Agency Representation
o Federal Regulations



Issues for the Attorney Writing or Litigating
Software Patents: Duty of Loyalty

Taking an Interest in Client's Patents and Applications
¢ Conflicting Ethical Rules: 37 CFR 10.64
e Only Issued Patents?
e Value Capped as Reasonable Fee for Work: No Real Upside
e Moving On: The Intractable Entanglement

Conflicts of Interest
e Patent Prosecution: Difficult to Manage and Predict

o Patent Litigation: Clear Cases and Not So Clear Cases
e Prosecution and Litigation: The Testifying Advocate



Duty of Loyalty Hypo

Facts

o Client A asks Firm to opine re Client B's Software Patent

¢ Client B is only represented by Firm with respect to
Automobile Patents

e Firm not involved in procurement of Software Patent

May the Firm Give an Opinion to Client A?

e No Advocacy Against Other Client. MR 1.7, Comment 3
o VA Legal Ethics Opinion 1774



Issues for the Attorney Writing or Litigating
Software Patents: Duty of Honesty

Honesty to the Client: _Disclosure and Consent
e Buechelv. Bain

Honesty to the PTO: Inequitable Conduct
o Test: Materiality + Intent
» Remedy

e The Molins Trap: MPEP § 2004 v. Confidentiality
e In Practice: The Ever Present Smear Campaign

Honesty to Adverse Parties: Special Operations



The Patent System and
Software Patents Specifically

Patent Law in General
e Property Law and the Collective Action Problem
e Intellectual Property: Similar & Different than Real Property
e Duty of Zealous Representation
e Access to Meritorious Resolution

Software Patents
o Flawed System? Relation to Copyrights
o Effect on Individual Rights
o Potential Conflict with Ethics? To whom are duties owed?

e Remedies



Miscellaneous Tidbits:
What Relationships Teach About Ethics

Avoiding Commitment
¢ Being Richard Nixon: IAALBTINLA
e Being Jerry McGuire: “You Had Me At HTML”
e Penalty for Failing to Wear Ear Plugs

Are you Sure We're Alone? ABA Formal Opinion 99-413

“ Think We Should See Other People”
e Avoiding MAE
o “Other People” Does Not Include Your Family and Friends



Recap of Ethics Discussion

Part I: Representing Free Software Clients
e Pro Bono Obligations
e Taking Ownership Interest in a Client
o Duty of Loyalty '

Part II: Practicing Free Software
o Counselling Free Software Licensors
» Counselling Free Software Licensees

Part Ill: General Ethical Considerations Relevant to Free Software
» Jurisdiction and Governing Rules
» Issues for the Attorney Writing or Litigating Software Patents
» Miscellaneous Tidbits: What Relationships Teach About Ethics



