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 A B S T R A C T

Next-generation safety-critical systems, such as autonomous vehicles, are increasingly complex systems 
integrating high-performance computing devices, diverse software stacks, machine learning algorithms and 
software applications of different safety criticality. Industry and academia are showing growing interest in using 
Linux as a general-purpose operating system in these safety-critical systems due to its widespread adoption 
in embedded systems and critical domains (e.g., telecommunications, banking) and widespread support of 
computing devices, software stacks and machine learning software. However, meeting the requirements of 
safety standards, such as systematic error reduction techniques, random fault tolerance, and temporal and 
spatial independence, becomes a challenge. This is especially the case when integrating software applications 
of different safety criticality (mixed criticality). This literature survey examines works that propose, analyze 
and extend Linux for the development of safety-critical systems. We also identify the main challenges these 
works focus on. Finally, we also present an overview of the main industry efforts.
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1. Introduction

In recent years, diverse industry sectors have invested in pioneering 
safety-related systems such as autonomous vehicles and automatic 
train operation systems, which integrate high-performance computing 
devices (e.g., multi-core processors, GPUs), diverse software stacks 
(e.g., ROS, CUDA), and complex software applications (e.g., AI algo-
rithms) of different safety criticality (i.e., mixed-criticality systems).

However, safety-critical systems composed of programmable elec-
tronic systems (electronics/hardware and software) need to be de-
veloped adhering to strict safety certification standards because their 
failure can have catastrophic consequences for humans or the envi-
ronment. Two examples of such standards are the generic industrial 
IEC 61508 [1] or the automotive ISO 26262 [2]. Therefore, the under-
lying Operating Systems (OSs) should facilitate the integration of pio-
neering safety-related systems in compliance with applicable functional 
safety standards [3–5].

In that regard, both industry and academia have shown a growing 
interest in using Linux for safety-critical systems [6]. One reason for 
this is that Linux OS is the leading OS across a broad spectrum of 
computing domains, from embedded systems to supercomputers [7]. 
In addition, it has already been used in critical applications such as 
telecommunication and banking, as well as in dependable systems like 
spacecrafts (e.g., SpaceX Falcon 9, Dragon) [6]. Moreover, its open-
source development model has been considered potentially suitable for 
certification under the IEC 61508 functional safety standard [8].

In this work, we review academic literature on the use of Linux 
in safety-critical systems. For that purpose, we classify contributions 
according to the intended safety-related usage of Linux.

(1) Linux as a GPOS: Linux is the General-Purpose Operating Sys-
tem (GPOS) that executes non-safety-related general-purpose 
software applications within a safety-critical system. The key 
challenge is ensuring the required isolation and independence 
from the safety-critical part of the system.

(2) Linux as a SCOS: Linux is the Safety-Critical Operating System
(SCOS) that aims to support the safe execution of safety-related 
and mixed-criticality software applications. The key challenge 
is ensuring compliance with safety standard requirements such 
as timing behavior, diagnosis, fault tolerance, and temporal and 
spatial independence.

Alongside the academic literature review, we also survey key indus-
trial initiatives, such as the Linux Foundation’s ELISA (Enable Linux In 
Safety Applications) project, EB Corbos Linux for Safety Applications, 
and RedHawk Linux RTOS.

The rest of this paper is organized as follows: Section 2 presents 
the main concepts needed to understand this work. In Section 4, we 
explain the methodology and taxonomy followed for the literature 
review. In Section 5, we begin with the literature review, presenting 
the works that use Linux as a GPOS in a mixed-criticality system. 
Section 6 includes the works that use Linux as a SCOS. Section 7 
presents the main industrial approaches focusing on including Linux in 
safety-critical systems. In Section 8, we summarize the main challenges 
extracted from the literature review. Finally, Section 9 concludes the 
paper.

2. Background

This section explains the basic concepts necessary to understand our 
work.
2 
2.1. Safety-related systems

A safety-related system is the electrical, electronic, or programmable
electronic part of a system designed to ensure the safety of its context 
by reducing the risk of danger to an acceptable level through functional 
safety principles. Functional safety specifically addresses the aspect 
of safety ensured by the correct operation of electrical, electronic, 
and programmable electronic systems. It aims to prevent exposing the 
context to an ‘‘unacceptable risk’’ by reducing the risk of danger to 
an acceptable level. Safety is also defined as ‘‘absence of catastrophic 
consequences on the user(s) and the environment’’ [9].

Functional safety standards define the requirements, techniques, 
and methods for risk assessment for safety-related systems, depending 
on their criticality levels. The standard IEC 61508 defines safety as 
‘‘freedom from unacceptable risk’’ (IEC 61508-4 Ed2 Clause 3.1.11). On 
the other hand, the standard ISO 26262 defines safety as the ‘‘absence 
of unreasonable risk’’ (ISO26262-1 Ed1 Clause 1.103). Both standards 
pose a risk as a quantifiable measure and define ‘‘safety’’ in terms of 
reducing risk to below an acceptable level. This means that no part 
of this context should be exposed to an ‘‘unacceptable risk’’ induced 
by the system. For example, in the case of an autonomous vehicle, the 
‘‘freedom from unacceptable risk’’ applies to various stakeholders in the 
context: (i) people and animals inside the vehicle (passengers, driver 
if applicable), (ii) people and animals outside the vehicle (pedestri-
ans, cyclists, other drivers), (iii) infrastructure and environment (other 
vehicles, road structures, properties, wildlife, etc.).

Moreover, each functional safety standard defines criticality levels 
to maintain the risk below an acceptable level. For example, IEC 61508 
defines Safety Integrity Levels (SIL) from 1 (lowest criticality) to 4 
(highest criticality). Automotive ISO 26262 defines similar Automotive 
Safety Integrity Levels (ASIL) from A (lowest criticality) to D (highest 
criticality). In avionics, RTCA DO-178C defines Design Assurance Levels 
(DAL), from DAL E (lowest criticality) to DAL A (highest criticality).

However, many of these standards were established over 15 years 
ago, and the safety requirements, techniques, and methods have not 
evolved with newer technology. Compared to state-of-the-art safety-
related systems, the growing complexity of modern systems (such 
as larger codebases, more peripherals, and additional functionalities) 
poses challenges for traditional risk assessment methods. These modern 
systems are composed of multiple interacting components that have 
intricate interdependencies and behaviors, such as external commu-
nications, updating needs due to security concerns, adaptive learning 
mechanisms (e.g., Machine Learning), and multi-layered software ar-
chitectures. Autonomous vehicles are a widespread example of these. 
Consequently, safety standards are increasingly difficult to apply to 
state-of-the-art safety-related complex systems.

2.2. Linux and functional safety

Linux is an open-source OS that dominates most non-safety-related 
applications across various sectors, from smartphones and embedded 
systems to cloud computing and supercomputers [6,7]. Despite not 
having been developed to meet safety standards, Linux benefits from 
a vast ecosystem with extensive hardware and software support, which 
has led to its widespread adoption. Using Linux instead of a proprietary 
OS can (i) reduce development and deployment costs, as there are no 
licensing fees, (ii) increase confidence due to its open-source nature, 
making it potentially more resilient to vulnerabilities, and (iii) provide 
access to a strong community and support, given that many profes-
sionals in computer science have experience with this OS. As a result, 
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the industry is increasingly interested in adopting Linux for safety-
related systems. Together with the industrial interest, there has also 
been an increasing interest from academia. In that regard, as described 
in the introduction, we have identified the works that focus on using 
Linux in safety-critical systems, and classified them in two main groups, 
according to the role of Linux in the system: (1) Linux as a GPOS, and 
(2) Linux as a SCOS.

It is important to note that no work has tried to make a specific 
Linux version suitable for functional safety. Linux is not a final product, 
but rather an evolving project. As such, it cannot be certified as a 
standalone component for use in any safety-related project. Each system 
that incorporates Linux must be justified and certified as a whole. 
Additionally, projects that aim to enable the use of Linux in safety-
critical systems do not only focus on the Linux kernel but also consider 
libraries, tools, and all other elements that constitute the OS.

Safety standards define specific development processes, documen-
tation practices, specification methods, and verification and testing 
activities that must be applied depending on the required SIL. The 
higher the SIL, the stricter these requirements become. For example, 
at the highest integrity levels (e.g., SIL4 in IEC 61508, ASIL D in 
ISO 26262, or DAL A in DO-178C), standards require:

• Rigorous specification and traceability, as every safety require-
ment must be formally specified and traceably linked through 
design, implementation, verification, and validation artifacts.

• Development activities must follow a well-defined and docu-
mented safety lifecycle, with roles, responsibilities, and indepen-
dence in reviews and assessments.

• Complete verification and testing, with requirements such as 
Modified Condition/Decision Coverage (MC/DC) in DO-178C, 
systematic fault injection, and exhaustive testing.

• Qualification and evidence of development and verification tools.
• Strict control over versioning, change impact analysis, and re-
verification.

Meeting these requirements with an open-source OS developed by 
the community and ever evolving, such as Linux, is a challenge. The 
Linux kernel is made up of more than 40 million lines of code, is 
developed by thousands of contributors around the globe, and has 
no centralized control over processes, documentation, or design arti-
facts. As a result, the traceability, process assurance, and systematic 
verification demanded by high-integrity levels in safety standards are 
fundamentally absent. This explains why achieving certification for a 
Linux-based safety-critical system is an open challenge being tackled 
by both the academy and the industry. 

Finally, using Linux in safety-critical systems responds to an indus-
trial need to use increasingly complex safety-critical systems. Therefore, 
the interest in using Linux responds to the need to use platforms, 
libraries, programs, etc., that can also support said complexity. In that 
regard, other authors have conducted literature reviews on different 
aspects of these systems, which we overview in Section 3.

2.3. Linux and real-time

Safety-related systems must exhibit predictable behavior, which also 
means they need to be time-predictable. IEC 61508 suggests using 
deterministic scheduling methods and strict priority-based scheduling 
to ensure temporal independence (IEC 61508-3 Ed2 Annex F.5). This 
requirement is why many safety-critical systems have real-time con-
straints. For example, a car’s Anti-Lock Braking System (ABS) must 
activate within a specific time window [4]. Consequently, SCOSs are 
Real-Time Operating Systems (RTOSs), but not all RTOSs are SCOSs.

A real-time system is designed to ensure that outputs are deliv-
ered within specified deadlines, prioritizing reliability over speed. It 
is important to note that being a real-time system does not necessarily 
mean a fast system; rather, it is about meeting the deadlines. A real-
time system can be categorized based on its compliance with deadlines 
3 
and the consequences of non-compliance. In a soft real-time system, 
results may continue to be produced and used even after the designated 
deadline, yet with a degradation of the Quality of Service (QoS). While 
this flexibility allows for a higher uptime, overall system performance 
may suffer. A firm real-time system operates with a more constrained 
approach: if the system fails to deliver a result on schedule, it will 
not produce it since the output cannot be used after the deadline. 
However, this failure does not have serious consequences, which means 
that, although reliability is essential, the system tolerates missed dead-
lines without critical impacts. In contrast, a hard real-time system is 
characterized by inflexible deadlines. Meeting these strict deadlines is 
imperative, as any failure to meet them could lead to critical failures. 
This is why real-time safety-related systems are classified as hard 
real-time systems [10].

The vanilla Linux kernel is not an RTOS, but there are several 
approaches that transform it into one. As presented throughout this 
survey, some methods utilize a microkernel or a co-kernel that runs 
alongside the Linux kernel, while others, like the PREEMPT_RT patch, 
modify the kernel to make it real-time. This patch has been integrated 
into the mainline Linux kernel starting from version 6.12. Further 
details about methods to transform Linux into an RTOS can be found 
in the surveys conducted by Reghenzani et al. [10] and by Struhár 
et al. [11]. The former places greater emphasis on the PREEMPT_RT 
patch, whereas the latter concentrates on real-time container-based 
virtualization in Linux.

3. Related work

While Linux is the central part of this survey, all the parts of safety-
critical systems play a role in their dependability and certifiability. In 
addition to the OS, the underlying hardware architecture, accelerators 
such as GPUs, middleware, AI frameworks, etc., play their own role 
and have their own challenges in safety-critical systems. Due to the 
increasing complexity of the safety-critical systems that the industry 
wants to build, these aspects have been thoroughly studied by the 
academy in recent years. In that regard, this section gathers other 
surveys that have explored these aspects and offer complementary 
perspectives that highlight the need to consider systems as a whole 
when finding solutions in safety-critical contexts.

Perez-Cerrolaza et al. [4] categorize and provide an overview of 
research contributions addressing fundamental safety requirements at 
different device abstraction levels (nanoscale, component, and device). 
They explain how safety certification of multi-core systems is a chal-
lenge and focus on aspects such as temporal and spatial indepen-
dence, reliability, and diagnostic coverage, which are fundamental 
safety technical requirements.

Regarding GPUs, the survey by Perez-Cerrolaza et al. [5] catego-
rizes and provides an overview of research addressing GPU devices’ 
random hardware failures, systematic failures, and independence of 
execution. It emphasizes the challenges of integrating complex, paral-
lel, and computationally demanding software functions with different 
safety-criticality levels on GPU devices with shared hardware resources.

The use of hypervisors in safety-critical systems has been reviewed 
by Lozano et al. [12]. They offer a comprehensive review of the works 
that use hypervisors as the base of their safety-critical systems, collect 
and categorize the information of each hypervisor, and compare them 
to each other.

Besides surveys of academic works, industrial surveys have also 
been carried out, where professionals have been interviewed. The 
survey by Kassab [13] gathers the testing practices for safety-critical 
software in the industry, while Pedersen et al. [14] identify and explore 
the main industrial needs and challenges.

There have also been surveys in specific industrial domains. As 
will be presented throughout this work, automotive and aerospace 
are the main domains for works that focus on the use of Linux for 
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Table 1
Results of the search for works.

Library Search parameters Found

ACM Title, abstract, keywords 59
Google Scholar Title 20

IEEE Title, abstract, keywords 356
Inspec Title, abstract, keywords 398

Science Direct Title, abstract, keywords 29
Scopus Title, abstract, keywords 703

Springer Link Title 77
Web of Science Title, abstract, keywords 290

Total 1932
Removing duplicates 1336
safety-critical systems, and this is not particular to Linux but to safety-
critical systems in general. Surveys that focus on safety-critical systems 
for these domains can, therefore, be found. For automotive, Paden 
et al. [15] study the state of the art on planning and control al-
gorithms for urban vehicles and compare approaches side by side; 
while Rabe et al. [16] explore the methodologies for the develop-
ment of machine learning automotive applications in order to give an 
overview of the state of research and identify the main challenges. In 
the avionics domain, Boglietti et al. [17] study the electrification of 
safety-critical drives of aircraft, flight surface actuators, fuel pumps, 
and generators, and present the main technical challenges and research 
topics that derive from it. Finally, Perez-Cerrolaza et al. [3] study the 
development of AI-based safety-critical systems in the industrial and 
transportation domains. Specifically, they gather the works that address 
the challenge of joining state-of-the-art AI with safety standards, and 
they analyze the challenges, techniques, and methods for developing 
AI-based safety-critical systems.

Although they answer to different standards, safety and security are 
strongly linked, especially for today’s safety-critical systems. As such, 
some authors have studied the security aspect of safety-critical systems. 
Kriaa et al. [18] survey the industrial and academic approaches to 
industrial facility design and risk assessment that consider both safety 
and security. Lisoba et al. [19] provide a literature review of safety 
and cybersecurity co-analysis methods, focusing on early system devel-
opment stages. Kavallieratos et al. [20] extend the previous literature 
review by identifying additional methods of safety and cybersecurity 
co-engineering, thus studying the recent advances in the field. Works 
agree on the need for safety and security co-engineering in state-
of-the-art safety-critical systems, and on the fact that more work is 
needed toward methodologies that consider them both. In that regard, 
it is important to note that, in this survey, we choose to focus only 
on the safety aspect of Linux-based safety-critical systems, and not 
on the security aspect, due to the fact that safety and security are 
still nowadays two separate — but interconnected — aspects of such 
systems, with different goals and answering to different certifications, 
especially when the focus is on Linux.

Shifting back to Linux, its use in safety-critical systems is inevitably 
connected to some other aspects, such as security, real-time behavior, 
or isolation. Some authors have surveyed the literature focusing on 
those aspects. Procopio [21] gathers studies and projects that focus on 
combined safety and security analysis, presents standards that consider 
both, lists RTOSs that comply with safety and security certification, and 
finally argues for projects that intend to comply with safety certification 
with their Linux-based systems to also consider security certification. 
Regarding the real-time behavior of Linux, the survey by Reghenzani 
et al. [10] gathers the state-of-the-art approaches for building real-time 
Linux systems, with a special focus on the PREEMPT_RT patch. Struhár 
et al. [11], on the other hand, focus on the real-time aspect of Linux 
together with isolation, by reviewing the literature around the efforts 
to bring real-time properties to Linux container-based virtualization.

When compared to these surveys, the novelty of our work resides 
in the fact that we review the literature that has used or intends to use 
Linux in safety-critical systems, identify the challenges Linux faces for 
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its use in safety-critical systems, and categorize the works according 
to the role of Linux in their system and the challenge they focus on. In 
addition to the literature review, we include a section with an overview 
of the main industrial efforts aiming for Linux-based safety-critical 
systems, and connect them to the identified challenges.

4. Methodology and taxonomy

4.1. Search methodology

The methodology for this literature review consists of searching for 
works in the following libraries: ACM, Google Scholar, IEEE, Inspec, 
Science Direct, Scopus, Springer Link, and Web of Science. The search 
query was ‘‘Linux AND safety’’ and we searched it in the title, abstract, 
and keywords. We could not use those search parameters in Google 
Scholar and Springer Link, so we searched only in the title instead. 
We chose to search for ‘‘safety’’ and not ‘‘functional safety’’ or ‘‘safety-
critical’’ because we have found different ways to refer to it in the 
works, such as ‘‘safety systems’’ or ‘‘safety-related systems’’. Therefore, 
we needed a word to include them all, despite knowing we would get 
many false positives.

The results are presented in Table  1. The search was conducted in 
March 2025. As can be seen, we found 1336 works that included the 
search terms. We screened through these works to identify works that 
use Linux in safety-critical systems, eliminating those that do not. For 
example, we found some works that focus on memory safety and others 
that, despite focusing on functional safety, mention Linux in the work 
but do not intend to use it in a safety-critical system. As explained in 
Section 3, we also chose not to include works that focus on the security 
aspect. After screening through the works, we were left with 102 of 
them.

4.2. Taxonomy

This section presents the taxonomy used in this survey to classify the 
reviewed works. As previously explained, the classification is based on 
the intended usage of Linux:

(1) Linux as a GPOS: Linux is the GPOS that executes non-safety-
related general-purpose software applications within a safety-
critical system.

(2) Linux as a SCOS: Linux is the SCOS that aims to support the 
safe execution of safety-related and mixed-criticality software 
applications.

After the first classification, each category is further divided. The 
classification of the works is summarized in Table  2. In the first case, 
where Linux is used as a GPOS, we further categorize the methods for 
isolating Linux from the safety-critical components of the system:

(1) Hypervisors provide a virtualization layer that allows multiple 
OS or bare-metal programs to run concurrently on the same 
hardware, effectively isolating safety-critical components.
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Table 2
Summary of the main taxonomy of the works.
 Main category Subcategory Works  
 
Linux as a GPOS

Hypervisors [22–39]  
 Multiple-kernels [40–46]  
 Heterogeneous hardware [47–54]  
 
Linux as a SCOS

Certifiability [6,21,55–66] 
  Real-time and deterministic timing behavior [67–92]  
  Fault tolerance and recovery [93–111]  
  Linux-based safety-critical system design [112–121]  
Table 3
Domain of the works.

Domain Linux as a GPOS Linux as a SCOS  
Automotive [22,23,28,30,32–34,36,37,39,43,

44,47,49,50,52,53]
[6,71,72,75,79,82,93,113–116,
118]

 

Avionics [24–26,31] [56,61,62,68,70,73,85,90,100,
104]

 

Medical – [96]  
Nuclear – [48,57]  
Robotics – [78,92,103]  
Space – [61,62,112]  

Unspecified [27,29,35,40–42,45,46,51] [21,55,58,59,63–65,67,69,74,76,
77,80,86–89,91,94,95,97–99,101,
102,105–111,117,119–121]

 

(2) Multi-kernel approaches use multiple kernels running in parallel, 
with each kernel handling different tasks, thereby isolating the 
safety-critical functions from the GPOS.

(3) Hardware-based approaches utilize dedicated hardware compo-
nents to enforce separation between the GPOS and the SCOS.

In the second case, Linux as a SCOS, we classify the specific aspects 
of Linux related to functional safety that are addressed, which are:

(1) Certifiability, which refers to the possibility of certifying a system 
that uses Linux as a SCOS.

(2) Real-time and deterministic timing behavior, which covers measur-
ing latencies or ensuring deadlines for task completion, together 
with scheduling-focused approaches that propose resource al-
location and task execution order for multi-core and mixed-
criticality systems.

(3) Fault tolerance and recovery, which is related to injection, de-
tection, mitigation, and tolerance of faults within the system 
to ensure that safety-critical functions can continue to operate 
correctly.

(4) Linux-based safety-critical system design, which includes design 
patterns and architectures proposed for using Linux as an SCOS.

In addition to the general taxonomy, we offer some secondary 
classifications here: according to the domain of the works (Table  3), 
in regard to the approach taken, if done so, to make Linux real-time 
(Table  4), and regarding the Instruction Set Architecture (ISA) of the 
target platform (Table  5).

Regarding the domain, as seen in Table  3, automotive is the main 
domain where these works locate themselves, both for using Linux 
as a GPOS and as a SCOS. Avionics is the domain with the second-
most works. These two segments are the ones most interested in the 
possibility of including the general-purpose capabilities of Linux in 
safety-critical systems.

Regarding the real-time approach, as presented in Table  4, PRE-
EMPT_RT is the most used approach, especially when Linux is the SCOS. 
More details about the characteristics of each approach can be found 
in the survey by Reghenzani et al. [10]. It is noticeable that, except for 
the PREEMPT_RT patch, the other approaches are unique to each of 
the roles of Linux. This separation is expected because the approaches 
used when Linux is the GPOS rely on adding a second kernel that takes 
care of the real-time tasks, so it makes sense to make that part of the 
5 
Fig. 1. Stacked area chart of the publications per year, divided according to 
the use of Linux, either as a SCOS or as a GPOS.

system take care of the safety-critical functionality and use Linux as a 
secondary GPOS. In the case of the approaches used when Linux is the 
SCOS, they modify the Linux kernel to make it real-time so it can be in 
charge of the safety-critical functionality.

In regards to the target platforms, and specifically the ISA, which 
can be seen in Table  5, we can see that the 64-bit ARMv8-A and x86-
64 are the most targeted architectures, both when Linux is the GPOS 
and the SCOS. This answers to the high availability of these kinds of 
platforms for academic work.

Finally, we visualize the number of works per year in Fig.  1, where 
we can see that there has been increasing interest in using Linux in 
safety-critical systems, especially in the last five years. Although we 
find an increase in works that use it as a GPOS in the last five years, 
some works were already doing so even before the year 2000. The 
works that use Linux as a SCOS began around the year 2007 and have 
gradually increased since, with a large spike in the last five years.

5. Linux as a GPOS in a mixed-criticality system

Due to its versatility and broad platform support, Linux has been 
used as a GPOS for many mixed-criticality systems, alongside a sepa-
rate safety-critical component (e.g., SCOS). The primary challenge is 
ensuring that Linux does not interfere with safety-critical functions.
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Table 4
Real-time Linux approach (if specified). Note that some works use multiple approaches.

Real-time approach Linux as a GPOS Linux as a SCOS
FIN.X-RTOS – [104]

Hierarchical scheduling patch – [76]
Linux/RK – [90]
LITMUSRT – [83]

PREEMPT_RT [24,26,28,31] [69,71,73,78,79,81,87,89,94,96,105,115,121]
RTAI [43,45,46,103] -

RTLinux [40,42] -
SParK [42] -
Xenomai [41,44,103]

-

Table 5
Target Instruction Set Architecture (if specified). Note that some works target multiple platforms and ISAs.

Target ISA Bits Linux as a GPOS Linux as a SCOS
ARMv7-A 32 [22,31,47,48,52,54] [69,73,97,106,107,110,113]
ARMv8-A 64 [23,29,30,36,50,51,53] [6,63–65,67–72,75,84,85,91,92,107–109,113,115,118]
PowerPC 32 [42,45] [120]
RISC-V 64 [29,30,35] [119]

SPARC (V7, V8) 32 – [112]
x86 32 [25,27,40,42,43] [74,82,93,94,116]

x86–64 64 [24,26,28,34,37,41,44,49] [66,76,78–80,83,86–90,94,95,98,99,103,111]
The isolated safety-critical components can, for instance, include the 
timing- and safety-critical flight control tasks of a multicopter, while 
vision-based navigation tasks run in Linux [24]. Another example of 
an isolated safety-critical component can include the safety-critical ECU 
functions of a vehicle, such as the critical parts of the Advanced Driver-
Assistance Systems (ADAS), In-Vehicle Infotainment (IVI), and Instru-
ment Cluster (IC), which run with safety and real-time guarantees, 
while the non-critical parts run in Linux [34].

To address the isolation challenge, three categories of solutions have 
emerged in the scope of this survey: 

(1) Hypervisors: Hypervisors provide a virtualization layer that al-
lows multiple OS or bare-metal programs to run concurrently 
on the same hardware, effectively isolating safety-critical com-
ponents.

(2) Multiple-kernels: Multiple-kernel approaches have been employed 
to guarantee deterministic scheduling of safety-critical tasks, 
isolating safety-critical and Linux general-purpose functions in 
the temporal domain.

(3) Heterogeneous hardware: Specific heterogeneous hardware archi-
tectures and components (e.g. Linux + FPGA, Linux + Safety 
CPU) have been proposed to enforce separation between the 
GPOS and the SCOS.

Each of these solutions has its own trade-offs. Hypervisors pro-
vide spatial and temporal separation by partitioning or virtualizing 
the system resources. This allows running Linux alongside the safety-
critical functionality of the system. However, they introduce additional 
complexity, certification effort, and potential performance overhead 
due to virtualization. Multiple-kernel approaches integrate a real-time 
kernel with Linux, enabling low-latency response for the applications 
that require it and interaction between both OSs for applications that 
require running over Linux, but at the cost of weaker fault isolation, 
since Linux and the real-time kernel often share memory, drivers, 
and interrupt controllers. For that reason, a bug or misbehavior in 
Linux can affect the whole system. Finally, heterogeneous hardware 
designs depend on specific hardware and technology, such as ARM 
TrustZone, to partition system resources. They offer strong isolation 
and determinism with minimal interference, but they demand more 
complex system integration and specialized toolchains, and can limit 
flexibility compared to the other solutions.

Since certification is obtained for the system as a whole, in these 
types of solutions, the hypervisor, second kernel, and hardware also 
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need to be certified. In that regard, several solutions have been devel-
oped with certification in mind. For example, PikeOS for the ARMv8 
architecture has been certified for SIL4 of EN 50128 and EN 50657 
(railway), and SIL3 of IEC 61508 (industrial). Another example is the 
seL4 microkernel, which claims that ‘‘The strength of seL4’s formal 
proofs is considerably higher than what ISO26262’s highest level, 
ASIL-D, requires’’ [122]. More details about the uses of hypervisors, 
heterogeneous hardware, etc., can be found in the surveys presented in 
Section 3. 

A summary of the works categorized in this section is provided in 
Table  6.

5.1. Hypervisors

A hypervisor is a software layer that provides an abstraction layer of 
physical devices (e.g., CPU, memory) along with a set of functionalities, 
including resource scheduling and allocation to enable the concurrent 
execution of multiple OS or bare-metal applications on the same hard-
ware while offering isolation and controlled resource sharing between 
them. This way, the system can integrate safety-critical and non-safety-
critical functionalities in the same platform. There are two main kinds 
of hypervisors: Type-I or bare-metal hypervisors, which run directly on 
physical hardware, and Type-II or hosted hypervisors, which run on 
top of an OS and rely on virtualization. Contrary to hypervisors used 
in other scopes, such as servers, the main goal of hypervisors proposed 
for safety-critical systems is generally the partitioning of the system, 
not virtualization, and the isolation between guests. For that reason, 
Type-I hypervisors are the most common in this context, although some 
hybrids also exist.

In this regard, hypervisors of this kind have been developed and 
presented by some authors, with a focus on certifiability by minimiz-
ing source code size. Certain hypervisors avoid reliance on hardware 
extensions for virtualization by using static partitioning instead [35]. 
Static partitioning refers to assigning system resources to guests ahead 
of time and not changing them during runtime. Another two examples 
of static-partitioning hypervisors are Jailhouse [31] and Bao [30]. The 
former utilizes Linux for booting the system, while the latter does it 
itself.

Other hypervisors have been constructed over existing tools, such 
as KHV  [29], which is built on the KVM ecosystem. Moreover, sector-
specific hypervisors have also been designed, such as automotive 
(DriveOS [34], Automotive Hypervisor [39]), and avionics (FlyOS  [24,
26]). A different approach in the avionics domain has been proposed 
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Table 6
Summary of the surveyed works where Linux is used as a GPOS.
 Category Goal Technology used Characteristics Works  
 

Hypervisors

Architectural design

Automotive Hypervisor Supports different modes to select where each 
functionality runs

[39]  

 CLARE Linux communicates with the Deep Learning 
Processor Unit (DPU) to run AI algorithms

[25]  

 Jailhouse and CLARE Multi-SoC architecture [23]  
 KVM Migrate the Apollo control component from Linux 

to Erika
[28]  

 Manual HW configuration Vision-based navigation tasks in Linux, flight 
control in the Quest RTOS

[24]  

 Vision-based navigation tasks in Linux, flight 
control in the Quest RTOS

[26]  

 Proof-of-concept Proof-of-concept platform that integrates 
convenience and safety functions in the same 
platform

[33]  

 Xen Linux runs in the Xen control domain [22]  
 XtratuM Platform for safety-critical Java applications [27]  
 Communication VOSYSmonitor Built in the physical layer of the network channel, 

to reduce complexity
[36]  

 Xen Built over open-source implementations of 
specifications, allowing reuse of existing drivers

[38]  

 

Partitioning hypervisor design

Bao Standalone [30]  
 DriveOS Booted by the Quest OS [34]  
 Jailhouse Booted by Linux [31]  
 KHV Based on KVM but not depending on Linux after 

boot
[29]  

 Proof-of-concept Temporal partitioning [32]  
 VOSYSmonitoRV Does not require hardware virtualization extensions [35]  
 System reboots Quest-V Suspension and resumption mechanism [37]  
 

Multiple-kernels

Co-kernel design RT-Linux Run real-time Ada tasks within the Linux kernel 
address space

[40]  

 SParK Partition the system to minimize Verification & 
Validation effort

[42]  

 Design methodology
RTAI

Design a methodology for distributed safety-critical 
real-time applications

[46]  

 Evaluation of capabilities Evaluation of partitioning capabilities of 
RTAI/LXRT with a time-triggered scheduler

[43]  

 
Extension of capabilities

Support the TMO model on the Time Triggered 
Architecture

[45]  

 Xenomai Hierarchical group scheduling of real-time 
containers

[41]  

 Monitoring to prevent temporal faults [44]  
 

Heterogeneous hardware
Architectural design

CPU operating modes x86 SMM to run safety-critical functionality [49]  
 Built over ARM TrustZone to run safety-critical 

functionality
[54]  

 Heterogeneous SoC Isolation by configuration options of the HW and 
both OSs

[47]  

 Safety-critical system functionality by the use of 
the heterogeneous SoC, GPOSs isolated by a 
hypervisor

[52]  

 Programmable logic SoPC All safety-critical functionality in the FPGA [48]  
 Safety-critical functionality running in a RISC-V 

implemented in the FPGA
[50]  

 Evaluation of latencies Heterogeneous SoC Comparisons of different architectures with and 
without OpenAMP

[51]  

 Networking Network filter for separating critical and 
non-critical traffic

[53]  
by Schneider [32], who uses a partition manager in the form of a mutex 
that works like a hypervisor and manages access to shared resources.

Other authors have presented design approaches for safety-critical 
systems that are based on hypervisors such as Xen [22], Jailhouse [23], 
Xtratum [27], and CLARE [23,25]. These hypervisors help isolate Linux 
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from different SCOSs, including Erika [22,23], FreeRTOS [25], and 
PaRTiKle [27]. In the automotive sector, specific implementations have 
been proposed for next-generation Software Defined Vehicles (SDVs), 
where the Quest-V hypervisor is used to isolate Linux and the Quest 
RTOS [37], and KVM is used to isolate Linux and the Erika RTOS [28]. 
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These heterogeneous architectures are designed to be transparent to 
the guest OS, representing a potential evolution of automotive safety-
related systems [33].

Approaches to communication between guests have also been pro-
posed. For example, VOSYSVirtualNet [36] is a low-latency virtual 
network link between the secure and non-secure worlds. It works 
over the VOSYSmonitor [123] hypervisor and is implemented by one 
buffer per world and a signal to the hypervisor, which is in charge 
of orchestrating communication. A different approach with the same 
goal has been proposed for the Xen hypervisor [38], which consists of 
a framework for Inter-Domain Communication between unprivileged 
guests of the Xen hypervisor that is built over virtio, RPMsg, and 
the Xen bus and can improve latencies up to 3x compared to UDP 
communication between guests.

5.2. Multiple-kernels

Multiple-kernel approaches have been employed to guarantee deter-
ministic timing behavior while also taking advantage of Linux’s capabil-
ities. In this survey, ‘‘multiple-kernel’’ refers to executing the standard 
Linux kernel (i.e., vanilla) alongside a secondary kernel known as 
the co-kernel. The standard kernel handles non-deterministic, non-
safety-related tasks, while the co-kernel manages time-deterministic, 
safety-critical functions. Unlike a hypervisor, a co-kernel operates in 
parallel with the standard Linux kernel and has direct control over sys-
tem resources (e.g., Central Processing Unit (CPU), memory, hardware 
interrupts) to ensure deterministic real-time responses.

Generally, co-kernels work as follows: they run at the lowest level 
of interrupt handling, below Linux. Therefore, all hardware interrupts 
go through the co-kernel, which decides whether it should handle it 
directly or forward it to Linux. This is decided depending on whether 
the interrupt is relevant to a real-time task or not. Therefore, two 
execution domains are created. The real-time domain, which comprises 
all critical functionality, is run in the co-kernel, while the general-
purpose functionality is run in the Linux domain. Communication 
between the co-kernel and Linux usually happens via special APIs or 
shared memory. This, together with the specific capabilities of the 
co-kernel, is implementation-dependent for each solution.

Finally, while Linux has access to its standard range of schedulers, 
from the Completely Fair Scheduler (CFS) to the real-time FIFO and 
Round Robin (RR) schedulers, the co-kernel usually only has a simple, 
predictable, priority-based scheduler that is able to run hard real-time 
tasks. 

The most common co-kernels for Linux are:

• Xenomai [41], including a specific focus on high-criticality tasks 
control and monitoring [44].

• RTLinux and its variants, such as bare-metal-based saRTL [42], 
or a custom variant for executing real-time Ada tasks of the 
multi-tasking runtime system GNARL [40].

• RTAI-based design methodology and framework implementing a 
Time-Triggered Architecture (TTA), a Time-Trigger Protocol, and 
adaptations for reducing temporal and spatial interferences [43,
45,46].

5.3. Heterogeneous hardware

Specific hardware architectures can enhance safety assurance by 
isolating safety-critical functions from the Linux GPOS. Three types of 
hardware configurations can be found in the surveyed literature: multi-
core System-on-a-Chip (SoC), multi-core System-on-Programmable-Chip
(SoPC), and dedicated CPU operations. It is important to note that 
different approaches do exist, such as mixed approaches where a 
hypervisor works on top of a heterogeneous architecture. However, 
those approaches have not been identified in the surveyed works, so 
they are not included in this survey.
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Commercial Off-The-Shelf (COTS) heterogeneous multi-core SoC 
platforms can provide dedicated CPUs for this isolation. In these setups, 
the safety-critical functions run on an independent set of cores, referred 
to as the Real-time Processing Unit (RPU) or Micro-Controller Unit
(MCU), while the Linux OS runs on the general-purpose cores, known as 
the Application Processor Unit (APU) or Micro-Processor Unit (MPU). 
RPUs offer several advantages for the deployment of safety-critical 
functions, such as lock-step operation or freedom from interference 
with APUs [51,52]. Examples of RPUs include Cortex-R and Cortex-
M based cores, which can run safety functions either in a bare-metal 
environment or on top of an RTOS (FreeRTOS [51], TI-RTOS [52], 
𝜇C/OS-II [53]). There are also ‘‘manual’’ approaches where the re-
sources of a regular COTS platform are distributed among guest OSs by 
configuring the hardware, the bootloader, and the OSs themselves [47]. 
The main disadvantage of these platforms is that the RPUs usually have 
limited capabilities and resources when compared to the APUs.

COTS SoPC devices offer a Programmable Logic (PL) area in addi-
tion to a SoC device, similar to an FPGA, where custom Intellectual 
Property (IP) blocks can be deployed. Safety-grade devices have their 
PL isolated from Linux APUs, ensuring freedom from interference. In 
this type of device, custom IP blocks can implement fault-tolerant 
components such as monitors [48] or dedicated soft-core processors 
that run an RTOS (e.g., AUTOSAR [50]) to execute safety-critical 
functions. While the programmable logic allows for greater flexibility, 
the complexity of the development rises, since it requires program-
ming in Hardware Description Languages (HDLs), and designs must be 
thoroughly verified.

The last category of dedicated hardware utilizes specific CPU oper-
ating modes, instead of different CPU cores, to isolate safety-critical 
functions from the Linux GPOS [49,54], by running safety-critical 
functionality in the same core but in ‘‘protected’’ mode. These modes, 
such as x86 System Management Mode (SMM) or ARM TrustZone, 
can effectively host safety functions by enforcing hardware resource 
isolation and ensuring independence from the normal execution envi-
ronment. These systems do not require extra cores, which can reduce 
development costs. However, ensuring proper isolation is not as simple 
as in the other approaches. 

6. Linux as a SCOS

Because of the increasing complexity of safety-critical systems and 
applications (e.g., autonomous driving), there have been efforts to use 
Linux as a SCOS and put it in charge of the safety-critical functionality. 
This raises several challenges that the works included in this survey 
intend to address. These challenges are:

(1) Certifiability : Due to Linux’s open-source and general-purpose 
nature, its development process and characteristics are very 
particular. For this reason, it does not align well with many 
requirements and guidelines of safety-critical standards. Still, 
authors have studied the possibility of certification and argued 
for some alternative routes to compliance.

(2) Real-time and deterministic timing behavior : As a GPOS, Linux does 
not guarantee real-time behavior. However, the PREEMPT_RT 
patch and other approaches can do so, and they can be used as 
enablers for running safety-critical functionality on Linux. Fur-
thermore, ways to detect and avoid timing delays due to resource 
contention (CPU, memory. . . ) are also necessary, together with 
proper schedulers that can ensure deterministic timing behavior 
of the safety-critical task.

(3) Fault tolerance and recovery : Random faults happen in every sys-
tem, but eliminating their impact is especially crucial in safety-
critical systems. This is also true for Linux-based safety-critical 
systems.
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(4) Linux-based safety-critical system design: A Linux-based safety-
critical system includes more components than just Linux, such 
as the hardware, possibly a hypervisor, middleware, libraries, 
etc. Safety-critical certification comes for the system as a whole, 
and not for its individual components, so the system definition 
and design stages are crucial.

A summary of the works categorized in this section is provided in 
Tables  7 and 8.

6.1. Certifiability

COTS open-source software, and particularly Linux, has been argued 
for use in safety-related systems according to the generic IEC 61508, 
first through the ‘‘proven-in-use’’ route [58] and then through Route 
3S of the standard, also known as ‘‘compliant non-compliant devel-
opment’’ [59]. Through this route, the idea is arguing that the de-
velopment of Linux has not followed guidelines from standards, but 
nevertheless satisfies their requirements.

Focusing on the same standard, and particularly on the 100% test 
coverage required by it, an argument has been made that traditional 
static analysis of the code is unfeasible in Linux, and that statistical 
methods can be used instead [6,63,64]. On the same line, there have 
been studies on the effect that different filesystems and stress have on 
the collected data required for the statistical methods [65], as well as 
the impact of a hypervisor (ACRN) on it [66].

There have also been other proposals regarding the certifiability of 
Linux, such as an automata-based formal verification approach [55], 
the implementation of a 3D graphics driver compliant with OpenGL SC 
2.0.1 (Open Graphics Library – Safety Critical) [60], and a proposal 
to also take security certification into consideration when building 
Linux-based safety-critical systems [21].

The standards from specific domains have also been studied regard-
ing the use and certifiability of Linux.

• Aerospace [61,62]: Authors argue that Linux must address at least 
four challenges for broad use in aerospace: ‘‘it must be fast, deter-
ministic, embedded, and assured’’, and then expand on assurance, 
proposing that the most promising solution for assurance would 
be reverse engineering [61]. They also present the newly formed 
Aerospace working group of the Enabling Linux in Safety-Critical 
Applications (ELISA) project [62].

• Civil aviation [56]: Authors review the state of the art regard-
ing RTOSes, programming languages, tools, and processes for 
certification in civil aviation. They indicate that previous au-
thors consider Linux as a candidate for certification against the 
CO-178B standard and suggest that the steps would require gener-
ating a paper trail: requirement and design documents, including 
test plans and procedures, and test and verification procedures.

• Nuclear power plants [57]: Authors analyze the Linux function-
ality and ISO/IEC 23360:2006 (Linux Standard Base (LSB)) and 
compare them against IEC 62138:2004 (Nuclear power plants). 
They conclude that the justification for using Linux in Nuclear 
Power Plant Instrumentation and Control (I&C) systems is insuf-
ficient without substantial and laborious verification, validation, 
certification, and technical support.

6.2. Real-time and deterministic timing behavior

The real-time and deterministic timing behavior of the Linux kernel 
has been thoroughly studied, including analyses of latencies and dead-
lines in Linux systems, proposals to fix timing-related problems that 
have been identified, methods to study and/or ensure proper timing 
behavior, etc.

Comparisons between vanilla Linux and Linux patched with PRE-
EMPT_RT have been made by some works [69,81]. Others have done 
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the same, but with systems that incorporate Docker containers [79,80] 
or middleware such as ROS2 and OROCOS [78]. Works agree on the 
positive impact the patch makes on the timing behavior of Linux. 
They also indicate that Docker does not have much of an impact 
on the timing behavior when the patch is in use [79,80], and they 
recommend not using middleware for high-criticality tasks such as 
safety-critical applications [78], because middleware hides important 
system properties whose control is fundamental in a real-time system.

The development of measurement methodology for timing aspects 
of the Linux kernel (by eBPF [71] or by statistical methods [67]) and 
active monitoring [77] have also been argued necessary for real-time 
safety-critical systems. The study of such measures has helped some 
authors find and fix timing delays in the CUDA framewok [82,83] 
and even find System Management Interrupts (SMIs) of x86 to be the 
culprit, raising the question of the x86 platform’s suitability for safety-
critical applications [83]. Shortcomings of the timing aspects of the 
Linux kernel have also been found by Zuepke et al. [73] in the fast 
mutex (futex) implementation, and they propose modifications for a 
futex implementation in PikeOS that is suitable for hard real-time and 
safety-critical systems but only provides a subset of the functionality of 
the Linux implementation.

Resource reservation (CPU, memory. . . ) has also been used as a way 
to ensure the real-time behavior of the critical task in a Linux system. 
CPU budgeting [74], for example, relies on reserving CPU time for the 
safety-critical real-time task, thus ensuring its proper behavior. Linux 
containers and their orchestration are a different way to achieve this, 
as done in REACT [76], where containers are orchestrated by taking 
their real-time requirements into consideration and assigning them a 
proper CPU quota and budget to ensure their requirements are met. 
Control groups (cgroups), the Linux mechanism that is used to allocate 
and limit container resources, have also been used to implement mem-
ory request throttling and reduce the memory interference latency of 
critical applications in Linux-based mixed-critical systems [75]. Apart 
from cgroups, MemGuard, a memory bandwidth throttling mechanism 
that works at the hardware level, has also been used to eliminate 
unpredictable variation in execution times of the critical task due to 
memory contention [84]. PRedictable Execution Model (PREM) [72,
124] is a completely different approach to prevent timing delays caused 
by resource contention. It relies on including resource-usage-related 
information in executables, according to annotations made by the 
programmer, thus resolving resource contention at a high level without 
depending on low-level arbiters. With this approach, the generated 
executables become highly predictable in their resource access behav-
ior. Finally, widely used techniques, such as redundancy and diversity 
have also been used in Linux systems [68,70]. The idea is that timing 
outliers get masked by redundant execution and that the probability of 
all redundant executions failing at the same time is extremely low.

6.2.1. Scheduling
Scheduling plays a crucial role in the timing guarantees of safety-

critical systems. As such, it has been the focus of multiple works.
Linux’s default scheduler is the CFS. It is a general-purpose sched-

uler, where the next scheduled task is the one that has received less 
CPU time relative to its weight. Therefore, its goal is to fairly distribute 
CPU time, not to guarantee deterministic guarantees for deadlines or 
latencies. For that reason, several real-time scheduling policies are also 
included in the kernel. SCHED_FIFO and SCHED_RR implement fixed-
priority scheduling, where the highest priority task is always executed. 
The difference between them is that the former executes the task until 
it blocks or yields, while the latter uses CPU time slices for tasks with 
the same priority. SCHED_DEADLINE is another real-time scheduling 
policy that implements Earliest Deadline First (EDF) scheduling. This 
policy, however, does not use priorities. Instead, three parameters are 
used: the deadline, the period, and the runtime or the amount of CPU 
time that the task needs to produce the output. This allows ensuring 
that the task will be correctly scheduled without needing to know what 
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Table 7
Summary of the surveyed works where Linux is used as a SCOS (part 1).
 Category Goal Characteristics Works 
 

Certifiability

Certification strategy

‘‘Proven in use’’ route of the IEC 61508 for Linux [58]  
 Paper trail strategy to certify Linux for civil avionics [56]  
 Linux Standard Base is insufficient for nuclear power plants without 

substantial work
[57]  

 ‘‘Assessment of non-compliant development’’ route of the IEC 61508 for 
Linux

[59]  

 Safety and security should be managed jointly [21]  
 Reverse-engineering as the most viable method for Linux certification [61]  
 Extension of 

capabilities
Safety compliant graphics device driver implementation [60]  

 Formal verification Automata-model based formal verification approach for the Linux 
kernel

[55]  

 Initiatives Overview of the ELISA project [62]  
 

Test coverage

Non-parametric estimation of the maximum number of execution paths 
of Linux system calls

[6]  

 Parametric estimation of the maximum number of execution paths of 
Linux system calls

[64]  

 Probability and risk estimation of finding untested execution paths of 
Linux system calls

[63]  

 Effect of stress and filesystems in Linux system call execution paths [65]  
 Effect of the ACRN hypervisor in Linux system call execution paths [66]  
 

Real-time 
and deterministic 
timing behavior

Comparison

Comparison of vanilla and real-time Linux in two different boards [69]  
 Comparison of vanilla and real-time Linux, with and without Docker 

containers
[79]  

 Comparison of OROCOS and ROS2 over vanilla and real-time Linux [78]  
 Comparison of vanilla and real-time Linux in different boards and 

under different load
[81]  

 

Scheduling

Scheduling metric that balances safety and performance [92]  
 Real-time one-gang-at-a-time scheduling [91]  
 Thermal aware scheduling [85]  
 Scheduling under overload conditions to meet timing requirements of 

critical tasks
[90]  

 Mode- and criticality- aware scheduling [86]  
 Mixed-criticality federated scheduling algorithm for parallel real-time 

tasks
[89]  

 Fault-tolerant scheduling of real-time tasks [88]  
 Time- and event- triggered scheduling [87]  
 

Timing assurance

Apply the Predictable Execution Model to ARM-based heterogeneous 
platforms

[72]  

 Predict memory contention and throttle non-critical tasks [75]  
 Timing Diversity, dual modular redundancy to mask timing outliers [70]  
 Fast recovery model for Timing Diversity [68]  
 pWCET estimation of Linux system call execution paths [67]  
 Resource reservation by CPU budgeting [74]  
 Real-time container orchestrator [76]  
 Active monitoring to predict incoming timing violations and steer the 

system away from them
[77]  

 Find and mitigate timing delay causes in CUDA, pthreads, Linux, and 
the POSIX interface of QNX

[82]  

 Memory bandwidth regulation system [84]  
 

Timing measurements
New futex implementation based on the Linux implementation [73]  

 Study the possibility of using bpftrace (eBPF) to measure latencies [71]  
 Evaluation of networking latencies under real-time Linux and Docker [80]  
 Search for the cause of CUDA timing glitches and find that system 

management interrupts are the cause
[83]  
10 
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Table 8
Summary of the surveyed works where Linux is used as a SCOS (part 2).
 Category Goal Characteristics Works 
 

Fault tolerance 
and recovery

Comparison
Comparison of effects of bit-flips in CPU registers in Linux and 
bare-metal

[97]  

 Comparison of fault tolerance between multi-core Linux with and 
without parallelization

[110]  

 Comparison of fault tolerance between single-core baremetal and 
multi-core Linux with and without parallelization

[106]  

 Fault detection Fault detection a diagnosis scheme for robotic systems [103]  
 Detect application failures by monitoring multiple OS level 

resources and detecting anomalies
[100]  

 

Fault injection

Inject faults to CPU registers and study the effect at application 
level

[93]  

 Software fault injection with minimal disturbance to the application [94]  
 Inject faults in the error reporting registers of the architecture [98]  
 Perform bit-flips in any memory address belonging to the kernel [99]  
 Inject faults in the error reporting registers of the architecture, at 

hypervisor and OS leve
[95]  

 Include a model of the filesystem to be able to reach corner cases 
with fault injection

[104]  

 SPTA analysis to determine hazards and potential causes, and 
software fault injection framework to simulate hazard scenarios

[96]  

 Model kernel paths and insert timing delays in each state of the 
model, to find the most critical state and the maximum acceptable 
timing delay

[105]  

 

Fault mitigation

Force the critical application to use a specific pool of 
general-purpose CPU registers

[108]  

 Force the critical application to use a specific pool of 
general-purpose CPU registers, in two different architectures

[107]  

 Framework that includes fault injection, machine learning to 
correlate soft error results and system architecture parameters, and 
mitigation techniques

[109]  

 Library for redundant execution in two cores, with staggering for 
diversity

[111]  

 Triple redundancy of the mutex’s count variable, to prevent errors 
caused by bit-flips

[102]  

 Modify the Linux scheduler’s struct to mitigate the effect of bit-flips [101]  
 

Linux-based 
safety-critical 
system design

Demonstrator
Architecture based on the Operator-Controller-Module concept [113]  

 AUTOSAR Adaptive implemented over Linux [118]  
 Fully virtualize hardware to allow reuse of certified software [112]  
 

Design approach

Distributed, object-oriented and component-based approach for 
platooning

[115]  

 Method to dynamically update components of cyclic control systems [120]  
 Guidelines based on SIL2LinuxMP to build safety-critical systems in 

RISC-V boards with Jailhouse, Linux and AI frameworks
[119]  

 KVM as host, AUTOSAR for critical tasks and Linux/Android for 
general purpose tasks

[116]  

 Guidelines to implement safety-critical functionality using Android 
devices

[121]  

 Logical isolation, which means that a function is not led to 
unexpected behavior by any action of another function

[117]  

 Design patterns in recent car developments for self-driving cars [114]  
else is running in the system, provided that the scheduler allows for the 
addition of the task, because it knows how much CPU time each task 
needs and can thus deny the addition of more tasks.

Despite the fact that these schedulers bring Linux from a GPOS to-
ward an RTOS, it is important to note that the kernel’s non-preemptible 
sections and the interference introduced by system services and inter-
rupts prevent Linux from being an RTOS even when those schedulers 
are used. Those are precisely the aspects that the PREEMPT_RT patch 
modifies to make Linux an RTOS.

In this context, there are works that modify or extend Linux’s 
scheduling capabilities toward its use in safety-critical systems.  Some 
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authors propose scheduling methods that rely on reserving CPU cores 
for the safety-critical task [89,91]. Others argue for the use of certain 
metrics that the scheduler has to consider, such as a novel safety-
performance (SP) metric based on timely computation [92] or the 
overload-tolerance metric ductility [90]. Ductility refers to the system’s 
ability to continue executing low-criticality tasks when overloaded by 
gracefully degrading capabilities instead of outright dropping them.

Finally, there have been proposals to include secondary aspects 
into consideration when scheduling tasks in safety-critical systems. 
Among them, we find a thermal-aware scheduling platform that can 
stop the platform from overheating [85], a scheduler that can consider 
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both mode and criticality changes for multi-modal mixed-criticality 
systems [86], a scheduling method to jointly manage synchronization 
and reliability based on several resource-oriented heuristics [88], and 
a scheduler that joins time- and event-triggered scheduling [87], which 
authors argue are often both required in safety-critical systems.

6.3. Fault tolerance and recovery

Safety-critical systems are susceptible to random faults, just as 
any other system. However, in safety-critical systems, such faults can 
produce catastrophic consequences for the well-being of humans or 
the environment, so techniques to mitigate their impact are necessary. 
Linux-based safety-critical systems are no exception, so many authors 
have focused their efforts in mitigating the impact of such errors in 
Linux-based safety-critical systems. We identify four areas of interest 
in this regard:

• Fault tolerance: Studies compare the impact of random errors in 
Linux systems and in Linux-less systems, with the goal of studying 
Linux’s ability to stop such errors from affecting the system [97,
106,110]. They all agree that bare-metal systems are more prone 
to errors than Linux systems and that the exceptions that Linux 
generates are helpful to stop errors before they propagate and 
manifest somewhere else, as happens in bare-metal systems.

• Fault detection: Authors have proposed methods to detect faults 
in Linux systems. These methods consist of the monitoring of 
OS-level resources in search of anomalies [100], and a diagnosis 
scheme for component-based robotic systems [103].

• Fault mitigation: Techniques for fault mitigation have been pro-
posed by some authors. Among them, some are based on the 
redundancy of certain information fields in the Linux kernel [101,
102], or on redundant and diverse execution of the critical ap-
plication [111]. Other authors have taken a different approach, 
by forcing the critical application to use a specific pool of the 
processor registers. They call this approach Register Allocation 
Technique (RAT) [107,108]. Finally, SOFIA [109] is a framework 
that includes fault injection functionality and machine learning 
to correlate soft error results and system architecture parameters, 
together with implementations of fault mitigation techniques, 
namely triple modular redundancy (TMR) and RAT.

• Fault injection: Frameworks and techniques for fault injection in 
Linux systems have been areas of extensive study. Some of the 
frameworks proposed by authors rely on injecting faults in the 
underlying hardware [93,95,98], specifically in the error report-
ing registers of the architecture (MCA). Other frameworks inject 
software errors and are built as Linux kernel modules [94,99]. Fi-
nally, other authors propose model-based fault injection methods. 
Among these proposals, we can find using Systems Theoretic Pro-
cess Analysis (STPA) to determine hazards and potential causes 
of errors and to simulate those hazard scenarios [96], adding a 
model of the filesystem in the fault injection process to make it 
possible to reach corner cases [104], and modeling kernel paths 
and inserting timing delays in each state of the model to find 
which state is the most critical and what the maximum acceptable 
timing delay is [105].

6.4. Linux-based safety-critical system designs

Safety-critical certification does not come for individual components 
but instead for the entire system as a whole. Therefore, the use of Linux 
in safety-critical systems requires more than just a ‘‘safe’’ version of 
Linux, such as the hardware, the design of the system, middleware, 
etc. In that regard, there have been proposals for how Linux-based 
safety-critical systems could be built.

The SIL2LinuxMP [125] logical isolation architecture has been pro-
posed [117,119] as the base to build such systems. This architecture 
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relies on functionalities of the Linux kernel to create (logically) isolated 
partitions in Linux, and hence separate safety-critical and general-
purpose functionality. Logical isolation means that a function is not led 
to unexpected (dangerous) behavior by any action of another function, 
without necessarily implying it in the spatial and temporal dimensions. 
Combining this logical isolation with hypervisor-level isolation (with 
Jailhouse) has also been proposed [119]. The prediction by Messnarz 
et al. [114] based on their study of design patterns found in recent car 
developments for self-driving cars seems to go in the same direction. 
They predict that in the future, each component of the car (steering, 
motor, etc.) will be controlled by an app running on a Linux server that 
will act as the vehicle’s central computer and generate driving inputs.

There have also been Linux-based system design proposals with 
specific purposes, especially focused on automotive systems. These in-
clude guidelines for using Android systems to implement safety-critical 
functionalities [121], software design for vehicle platooning [115], an 
architecture for telematics gateways [116], and a method for dynamic 
updates [120].

Finally, some authors have built demonstrators that display the 
capabilities of Linux for safety-critical systems.

• An Advanced Driver-Assistance System (ADAS) application in a 
radio-controlled car [113].

• The implementation of Autosar Adaptive over Linux to execute 
ADAS and IVI in the same platform [118].

• A Type-II hypervisor that supports full virtualization and is im-
plemented as an extension to the Linux kernel [112]. It is a 
proof-of-concept for a future standalone hypervisor.

7. Industrial approaches

The safety industry’s growing interest in using Linux as a SCOS has 
led to the emergence of various projects and working groups. This sec-
tion extends the survey by highlighting initiatives focused on utilizing 
Linux as a SCOS and examining industrial approaches that currently 
employ Linux for this purpose. Since this section includes non-academic 
projects and initiatives, they fall outside of the methodology outlined 
in Section 4.

One significant initiative is the Linux Foundation’s ELISA project 
[126] (Enable Linux In Safety Applications), which aims to ‘‘make it 
easier for companies to build and certify Linux-based safety-critical 
applications’’. This collaborative effort is supported by major orga-
nizations, including Boeing in the avionics sector, automotive com-
panies like Bosch, Honda, and Nissan, as well as aerospace agencies 
such as NASA and EASA (European Union Aviation Safety Agency). 
The goal is to establish best practices and enhance the robustness of 
Linux to ensure its suitability for safety-critical applications. Addition-
ally, sector-specific working groups are leading initiatives focused on 
next-generation aerospace, automotive, and medical devices.

Before this initiative, the SIL2LinuxMP project [125], led by the 
Open Source Automation Development Lab (OSADL), focused on qual-
ifying the essential minimal components of an embedded GNU/Linux 
system running on a COTS multi-core platform (bootloader, root filesys-
tem, kernel, C library interface).

The project aimed to achieve compliance of complex safety-related 
systems with the SIL2 safety standard IEC61508, specifically targeting 
compliance of pre-existing software according to route 3s (IEC61508-2 
Ed2 Section 7.4.2.2). The SIL2LinuxMP project proposes a SIL2 archi-
tecture that emphasizes temporal and resource isolation, capitalizing 
on the diversity of its components to provide assurance through Layers 
Of Protection Analysis (LOPA).

Both ELISA and SIL2LinuxMP target Linux as SCOS, with their 
main emphasis on certifiability. To date, however, neither initiative 
has demonstrated a full certification of a Linux-based system. ELISA, 
in particular, could build on the foundations laid by SIL2LinuxMP 
and incorporate academic advances such as SPC-based certification 
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arguments and strategies, which could be further developed within its 
Special Interest Groups (SIG).

The automotive industry is particularly interested in using Linux as 
an SCOS, as indicated by the number of works listed in Table  3. The 
Automotive Grade Linux (AGL) [127] initiative is part of the Linux 
Foundation and focuses on ‘‘bringing together automakers, suppliers, 
and technology companies to accelerate the development and adop-
tion of a fully open software stack for connected cars’’. This project 
has the backing of top automotive manufacturers, including Toyota, 
Mercedes-Benz, and Volkswagen. AGL focuses on various software 
applications within vehicles, particularly Advanced Driver Assistance 
Systems (ADAS), functional safety, and autonomous driving, with Linux 
serving as its core component.

Tesla has used Linux as the base OS for their autopilot [128]. 
Currently, the features available are classified as a maximum of SAE 
level 2 according to the J3016 guidelines [129]. These guidelines 
categorize levels of driving automation from 0 (assistance, such as AEB) 
to 5 (where the car drives autonomously in all conditions). Tesla’s 
Autopilot is one of the most visible large-scale deployments of Linux for 
automotive. While its effectiveness is clear in SAE Level 2 automation, 
scaling to higher levels will require more rigorous timing guarantees 
and safety case evidence. Academic proposals on redundancy and 
scheduling provide potential techniques, but Tesla’s proprietary system 
prevents direct comparison of effectiveness.

Elektrobit’s EB corbos Linux for Safety Application [130] is an 
Ubuntu-based OS designed to achieve ISO 26262 ASIL-B/D certification 
for automotive High Performance Computing (HPC) systems. This OS is 
deployed on a safety architecture assessed by the CA TÜV and utilizes 
the ASIL-B EB corbos hypervisor to ensure deterministic scheduling, 
hardware virtualization, and memory protection. To maintain system 
integrity, EB corbos Linux for Safety Applications features a specific 
user-space initialization, strict application memory protection, and su-
pervision measures that prevent the kernel from modifying user space. 
Additionally, it supervises the processor context switched to guard 
against unwanted modification. Even though this approach resembles 
the use of Linux as a GPOS in combination with a hypervisor to 
enforce isolation, supervision, and monitoring of the safety partition, 
as surveyed in Section 5, the particularity of EB corbos Linux is that 
the safety partition itself contains a Linux kernel, which is responsible 
for safety functions. While the hypervisor strengthens monitoring and 
fault containment, it also introduces additional complexity, cost, and 
potential risks to certification. Thus, EB corbos Linux represents a 
step toward the academic proposals on Linux-based safety-critical system 
design, but still illustrates the gap that remains for adopting Linux 
directly as the SCOS.

Another certifiable version of Linux is Codethink Trustable Repro-
ducible Linux (CTRL OS) [131], which has obtained baseline safety as-
sessment from the CA Exida: ‘‘The assessment of the process framework 
as applied to CTRL OS has shown that the relevant safety requirements 
of IEC 61508 at SIL 3 are met and a process compliance argument is 
complete with this baseline safety case assessment’’. Although not many 
details are given, CTRL OS is a Linux-based OS and associated Software 
Development Kit constructed from free and open source components 
and tools, including the Linux kernel, systemd, glibc, gcc, etc. It is 
designed to be integrated into critical and/or mixed-criticality systems 
based on multicore microprocessors.

CTRL OS represents an effort to position Linux as a SCOS, with a 
focus on process assurance that does not depend on additional compo-
nents such as virtualization. In this sense, it aligns with the academic 
research surveyed in Section 6 as it addresses some of the identi-
fied challenges. It provides a framework to support certifiability and 
promotes a design approach that relies directly on Linux itself. Never-
theless, it still lacks a complete end-to-end use case that would validate 
the full certification process in practice.

The aerospace sector also has its dedicated solutions. Space Grade 
Linux [132] is part of the ELISA initiative, functioning as a special 
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interest group. Its goal is to design a Linux-based SCOS that includes 
features such as deterministic real-time processing, low latency, and 
fault tolerance. The German Space Operations Center (GSOC) utilizes 
Linux for its spacecraft operations center, and NASA employed it as 
the GPOS for the Ingenuity Mars helicopter [133]. In this case, Linux 
is utilized in the navigation computer, which is based on a Qual-
comm Snapdragon 801 core within a mixed-criticality architecture. 
Safety-critical operations are managed by an ARM Cortex-R5 proces-
sor that features dual-lockstep functionality [134]. SpaceX has also 
incorporated Linux-based flight mission-critical computers in its Dragon 
9 spacecraft. This system relies on an architecture comprising three 
dual-core x86 processors, where each core performs identical calcula-
tions independently on separate Linux instances. The results of these 
calculations are then voted on before any actions are taken.

The aviation sector relies on the ARINC 653 standard for space 
and time partitioning in safety-critical RTOSs. ARINC 653 specifies 
partitioning mechanisms and API, known as the APEX (APplication 
EXecutive), to enforce isolation between partitions and to support inter-
partition communication. In practice, Linux is often employed as the 
GPOS in such mixed-criticality environments. For instance, commercial 
solutions such as Sysgo PikeOS and Wind River VxWorks 653 can 
host Linux partitions alongside ARINC 653-compliant partitions, with 
the separation kernel ensuring freedom from interference. Despite the 
advances, significant challenges remain to use Linux as the SCOS in 
avionics, most notably guaranteeing temporal and spatial isolation, 
bounding interference on shared resources, and providing sufficient 
assurance for certification, which are central issues discussed in Sec-
tion 6. Academic efforts try to answer these challenges, for example, by 
proposing Linux-based ARINC 653-aware partitions and schedulers [85,
135,136], and hypervisor-based approaches [137].

In the defense sector, Redhawk Linux RTOS [138] is proposed as a 
commercial open-source SCOS for mission-critical applications (i.e., it is 
not safety-critical as per a safety standard described in Section 2). Based 
on Linux, it claims to guarantee determinism and maintain latencies 
under 5 μs on specifically optimized platforms. It is widely deployed in 
various defense programs of the U.S. Navy, such as its Aegis Weapon 
System, which is led by Lockheed Martin. Additionally, Curtiss–Wright 
has implemented the same RTOS in their Partvus DuraCOR 312 mission 
computer.

8. Linux in safety challenges

In past sections, we have identified what usage is given to Linux 
in safety-related systems and what the challenges of using Linux as a 
SCOS are. This section aims to answer the following Research Question 
(RQ):

RQ How do existing solutions — academic and industrial — address 
the key challenges of adopting Linux as a SCOS, and what gaps 
remain?

In Sections Section 5, 6, and 7 we have identified the current issues 
of using Linux in safety-critical systems by studying both academic and 
industrial work. From these issues, we have extracted the following key 
challenges of using Linux inside a safety-related system.

(1) Certifiability: SCOSs usually bring a qualification packet to ensure 
the system’s certification (e.g., Greenhills Integrity RTOS SIL3 
pre-certified kernel). Even without a qualification package, ap-
proaches to justify the use of Linux as a SCOS can be found in 
the literature. For example, the SIL2LinuxMP project proposes 
that Linux could be certified up to SIL 2 level by following 
Route 3s of the IEC 61508. In addition, the work by Allende 
et al. [6,63,64,117] and other works that build upon it [65–67] 
propose statistical or probabilistic methods as the way forward. 
Finally, it is important to note that two industrial Linux versions 
claim safety-critical certifiability, EB Corbos Linux and CTRL OS.
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(2) Real-time and temporal determinism: Ensuring temporal determin-
ism is key in safety-critical systems as explained in Section 2.3. 
It requires a deterministic scheduling and control over resources 
to avoid any timing delay. Bringing this requirement to Linux, it 
has been implemented either by using the Linux full preemptible 
kernel (PREEMPT_RT), a co-kernel approach (e.g., Xenomai, 
RTAI), or a tailored Linux kernel (e.g., Redhawk Linux). Al-
though it is strongly platform-dependent, the latest data exhibit a 
higher jitter by an order of ten for the preemptible kernel against 
co-kernel approaches.

(3) Fault-tolerance: Because random errors can have catastrophic 
consequences in safety-critical systems, faults have been thor-
oughly studied in Linux-based safety-critical systems. The liter-
ature focuses on four main aspects: (i) fault tolerance, where 
works have compared the fault tolerance of Linux and Linux-
less systems and have found that Linux systems are less error-
prone than bare-metal systems. (ii) detection and (iii) mitigation, 
where authors have proposed modifications for the Linux kernel 
in order to monitor and stop faults. Some authors also propose 
modifications to how the critical application interacts with the 
hardware by forcing it to use a specific pool of processor regis-
ters. Finally, (iv) injection, where faults have been injected both 
at the hardware and software levels, sometimes including formal 
methods and modeling. In this regard, one main challenge is 
creating a tool or method that can tackle all four aspects, which 
has already been tried by some authors [109].

(4) System partitioning and critical resources access: In mixed-crit-
icality platforms, the critical part of the system is isolated using 
mechanisms that ensure access to shared hardware, e.g., hyper-
visors, dual-kernels, or heterogeneous hardware. Using Linux as 
a SCOS hence requires using an isolation mechanism besides 
Linux or inside Linux. These are widely used to run Linux as a 
GPOS and a different SCOS in the same platform while properly 
isolating them from each other. However, these approaches, and 
particularly hypervisors, are also used to isolate a Linux running 
as a SCOS from another GPOS (or another instance of Linux). 
Container-based logical isolation has also been proposed as a 
possible approach to create mixed-criticality systems running 
over the same Linux kernel. In the automotive domain, EB corbos 
Linux by Elektrobit is based on a proprietary hypervisor that 
partitions the system and allows for running two Linux kernels, 
one for QM and one for the safety-critical tasks.

9. Conclusions

In this literature review, we have presented an overview of the 
academic works that have focused on using Linux in safety-critical 
systems. We have categorized the works according to the role of Linux 
in their systems, separating those that use it as a GPOS isolated from 
another safety-critical part in the same system and those that use Linux 
to implement safety-critical functionality. In addition, we have grouped 
works according to the aspect of Linux they focus on and identified the 
main challenges for its use in functional safety. When using Linux as a 
GPOS, isolation of Linux from the SCOS is the main challenge. We have 
identified that works that do so have used (i) hypervisors, (ii) multiple 
kernel approaches, and (iii) hardware-based isolation to achieve this. 
On the other hand, many aspects have been studied when Linux is 
used as a safety-critical OS, which we classify as (i) certifiability, (ii) 
real-time and deterministic timing behavior, (iii) fault tolerance and 
recovery, and (iv) Linux-based safety-critical system design. Moreover, 
we have briefly presented the main industrial approaches that are 
trying to use Linux in safety-critical systems. Finally, from the literature 
and industrial efforts, we have identified the main challenges regarding 
the use of Linux in safety-critical systems.
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